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81.218.167. 195 | srael 147.237.0.120 mluimaka.idf.il PCLI Cy- OTHER TCP packet with urgent flag attenpt 54




09-08-2016-12:08:07 to 09-08-2016-13:08:07

|Top Attackers In FW |

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature
176. 13. 23. 166 | srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 1521
Ret ransm ssi on
5.22.134. 251 | srael 147.237.0. 120 |m| ui maka. i df . i Sreammg E'.qg' ne: T Invalid Inval id segnent retransmssion. Packet dropped. drop 1089
Ret r ansni ssi on
46.19. 85. 174 | srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 402
Ret ransm ssi on
185. 27.106. 184 |l srael 147.237.0. 120 |mluimaka.idf.i Sreammg E'.qg' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 288
Ret r ansni ssi on
192.114.91. 244 |l srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 144
Ret r ansm ssi on
2.55.151. 162 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 81
62.219.198. 6 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN - > SYN-ACK -> RST noni t or 49
81.218. 167. 195 |Israel 147.237. 0. 120 il ui maka. i of . i (X " €3M N9 Engi ne: TCP Lrgent al ert 36
Dat a Enf or cenent
81. 218. 167. 195 |Israel 147. 237. 0. 120 |l ui maka. i of i (27 €3M N9 Engi ne: TCP Lr gent drop 36
Dat a Enf or cenent
2.53.136. 212 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 26
50. 254, 183. 210 g;gg 147.237.0. 120 |ml uimaka. i df .i |SYN At tack SYN -> SYN-ACK -> RST noni t or 25
37.26.146.222 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nuniber noni t or 25
46. 19. 85. 187 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN-ACK -> RST noni t or 25
46. 19. 85. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 21
46. 19. 85. 39 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 17
87.71.40. 223 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 16
213.8.204.77 | srael 147.237.0. 120 |m| ui maka. i df . i Strean "9 E'.qgl ne: T Invalid Inval id segnent retransmssion. Packet dropped. drop 16
Ret r ansni ssi on
46. 19. 85. 248 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 13
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 13
46. 19. 85. 248 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 11
- . . . {Streamng Engine: TCP Wgent |TCP segnent with urgent pointer (no data). U gent
81.218.167.195 |Israel 147.237.0.120|mluimaka. i . Dat a Enf or cenent data indication was stripped. Hease refer to sk36869. aert 9
109. 253. 218. 86 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
66. 249. 66. 156 Wi ted 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 9
Sates Ret r ansni ssi on
213.8.115.122 | srael 147.237.0.120 |mluimaka.idf.i Sreammg E'.qg' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 9
Ret r ansni ssi on
L . . {Streanming BEngine: TGP U gent |TCP segnent with urgent pointer (no data). Ugent
81.218.167. 195 [Israel 147.237.0. 120 1 umaka. i df .| Dat a Enf or cenent data indication was stripped. Hease refer to sk36869. drop 9
2.55.128. 35 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 9
37.46.38.231  [Israel 147. 237. 0. 120 il ui maka. i of i [ " €3MN9 Bngine: TP Invalid |, o0y cegnent retransmission. Packet dr opped. drop 9
Ret r ansni ssi on
37.26.147.219 |lsrael 147.237.0. 120 |m| ui maka. i df . i Strean 9 E'.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 9
Ret r ansm ssi on
46. 19. 85. 170 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or
109. 253. 207. 162|l srael 147.237.0.120 |mluimaka.idf.i Srean ng Em' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 9
Ret r ansm ssi on
46. 19. 86. 136 | srael 147.237.0. 120 |m| ui maka. i df . i Strean "9 E'.qgl ne: T Invalid Inval id segnent retransmssion. Packet dropped. drop 5
Ret r ansni ssi on
46. 19. 85. 209 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 5
213.57. 136. 99 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19. 85. 130 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber alert 4
95. 105. 251. 217 |9 ovakia 147.237.0. 120 |m| ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti meout noni t or 4
L . . . |Sreanming Engine: TCP U gent |TCP segnent with urgent pointer (no data). U gent
79.177.167.84 | srael 147.237.0. 120 | uimaka. i df .| Dat a Enf or cenent data indication was stripped. Hease refer to sk36869. drop 4
212.179. 140. 133|lI srael 147.237.0.120 |mluimaka.idf.i Srean "9 Er_]gl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Ret r ansm ssi on
62.219.198. 6 | srael 147.237.0.120 |mluimaka.idf.i Sreammg E'.qg' ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Ret r ansini ssi on
2.55.133. 49 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
17.78. 106. 77 Wi ted 147.237.0. 120 |m| ui maka. i df . i Strean "9 E'.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Sates Ret r ansini ssi on
79.183.22.52 | srael 147.237.0. 120 |m| ui maka. i df . i Strean 9 E'.Wg' ne: T invalid Inval id segnent retransmssion. Packet dropped. drop 4
Ret r ansni ssi on
46.19. 85. 91 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
95. 105. 251. 217 |9 ovakia 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 4
46.19. 86. 189 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 86. 110 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 2
104. 31. 69. 30 g‘;:ﬁd 147.237.0.120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
46.19. 85. 174 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 1
77.139.152. 171 |FRance 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 1
31.168. 196. 156 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
46.19. 86. 130 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
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L . . {Whaut hori zed URL Access to
66.249. 66. 156 |l srael 147.237.0. 120 | umaka. i df .| wwv i | ui maka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
192.118. 10. 10 |[Israel 147.237.0. 220 |ml ui maka.idf.i|Uaut hori zed UR. Access to www il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
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