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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

37.142.11.153 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 144

185.27.106.184 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 144

85.64.6.139 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 64

79.179.219.140 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 64

46.19.85.62 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 49

108.71.4.142
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

109.253.206.119 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 25

79.178.237.243 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

2.55.168.101 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 17

2.55.138.68 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

46.19.85.115 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

5.102.217.92 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 11

64.37.98.12
United
States

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 11

77.138.169.11 France 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.198.151.43 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

77.127.28.104 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 9

46.19.85.168 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 9

109.67.173.141 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

195.60.232.66 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 9

176.13.245.79 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 5

46.19.86.80 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

192.198.151.43 Europe 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 4

79.176.140.40 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

79.181.237.36 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 4

46.19.86.73 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

62.219.209.12 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
Invalid Retransmission

Invalid segment retransmission. Packet dropped. drop 4

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 3

46.19.86.73 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 3

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

2.55.12.246 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

46.19.86.240 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

2.55.12.246 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

2.55.20.243 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 2

37.153.225.150 Netherlands 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

2.55.47.123 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

77.124.60.131 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.249 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.121 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

132.76.61.52 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP
anomaly detected

Non-compliant TCP packets coming from multiple
external sources were detected. This may result from
potential network configuration problem.

drop 1

31.154.21.26 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.86.240 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

213.57.172.26 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

184.105.139.103
United
States

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 1

109.65.178.45 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

79.177.192.170 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 1

46.19.86.183 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Multiple Malformed URL from 46.19.85.193 Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Illegal HTTP Version Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Multiple Unknown HTTP Request Method from 46.19.85.193 Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Malformed URL sdch Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Unknown HTTP Request Method ate, in URL sdch Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Multiple Illegal HTTP Version from 46.19.85.193 Block 1

46.19.85.193 Israel 147.237.0.120 miluim.aka.idf.il Abnormally Long Request request version Block 1
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