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|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |Ste Sgnature
37.142.11. 153 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 144
185. 27. 106. 184 |l srael 147.237.0. 120 |ml ui maka. i df . i 3 reamng Eng ne: T(P Invalid segnent retransnission. Packet dropped. drop 144

I nval i d Retransnissi on
85. 64. 6. 139 I srael 147.237. 0. 120 il ui maka. i of .i (2 /83MNg Engine: TP, i segnent retransnissi on. Packet dr opped. drop 64

Inval i d Retransnissi on

- . . . |Sreaning Engine: TCP . -

79.179.219. 140 |lsrael 147.237.0. 120 |ml ui maka. i df . i . o Invalid segnent retransmission. Packet dropped. drop 64

I nval i d Retransnissi on
46. 19. 85. 62 | srael 147.237.0.120|nil uimaka.idf.i |SYN Attack SYN - > SYN-ACK -> RST moni tor |49
108. 71. 4. 142 g‘;:ﬁd 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |36
109. 253. 206. 119l srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN - > SYN-ACK -> Ti neout nonitor |25
79.178.237. 243 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |25
2.55.168. 101 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunier noni tor |17
2.55.138. 68 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At ack SYN - > SYN-ACK -> RST monitor |16
46.19. 85. 115 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 16
192. 198. 151. 44 |Eur ope 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |16
5.102. 217. 92 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence SWNretransmt wth different w ndow scal e nonitor |11
64.37.98. 12 LShIaItss 147.237. 0. 120 |l ui maka. i df . i |SYN Att ack SYN -> SYN-ACK -> Ti neout moni tor |11
77.138.169. 11 France 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout nmonitor |9
192. 198. 151. 43 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |9
77.127.28.104 | srael 147.237.0. 2120 |ml uimaka.idf.i S ream ng Eng ne- TCP Invalid segnent retransmssion. Packet dropped. drop 9

I nval i d Retransnissi on
46. 19. 85. 168 | srael 147.237.0. 120 |ml uimaka.idf.i 3 reqm ng Eng n.e: TCP Invalid segnent retransmssion. Packet dropped. drop 9

Inval i d Retransnissi on
109. 67.173. 141 |l srael 147.237.0. 120 |ml ui maka. i df.i|SYN At t ack SYN -> SYN-ACK -> RST nonitor |9
195. 60. 232. 66 | srael 147.237.0. 120 |l uimaka.idf.i S”e"’?”“ ng Eng ne: .TCP Invalid segnent retransmssion. Packet dropped. drop 9

I nval i d Retransnissi on
176. 13. 245. 79 | srael 147.237.0.120|nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST monitor |5
46. 19. 86. 80 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST nonitor |4
192. 198. 151. 43 |Eur ope 147.237.0.220|ml uimaka.idf.i S ream ng Eng ne- TCP Invalid segnent retransmssion. Packet dropped. drop 4

I nval i d Retransnissi on
79.176.140.40 |lsrael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni tor |4
46.19. 85. 193 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber nonitor |4
79.181.237.36 |lsrael 147.237.0. 120 |ml ui maka. i df . i 3 reamng Eng ne: T(P Invalid segnent retransnission. Packet dropped. drop 4

I nval i d Retransnissi on
46.19. 86. 73 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d ACK nunber noni tor |4
62. 219. 209. 12 | srael 147.237.0. 120 |ml uimaka.idf.i 3 reqm ng Eng n.e: TCP Invalid segnent retransmssion. Packet dropped. drop 4

Inval i d Retransnissi on
46. 19. 86. 249 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence I nval i d ACK nunber nonitor |3
46.19. 86. 73 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 3
46. 19. 85. 193 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d ACK nunber alert 2
2.55.12. 246 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d ACK nunber al ert 2
46. 19. 86. 240 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |2
2.55.12. 246 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber nonitor |2
46. 19. 85. 193 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunier nonitor |2
2.55. 20. 243 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |2
37.153.225. 150 |Netherlands |147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence I nval i d sequence nunier noni tor |1
2.55.47.123 | srael 147.237.0.120|nl uimaka.idf.i |SYN At ack SYN - > SYN-ACK -> RST moni tor |1
77.124.60. 131 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nmonitor |1
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber nmonitor |1
46. 19. 86. 249 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunier nonitor |1
46.19. 86. 121 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |1

. . Non- conpl i ant TCP packets coning frommiltiple

132. 76. 61. 52 | srael 147.237.0. 120 |ml uimaka.idf.i Streamng Engi ne: TCP external sources were detected. This nmay result from drop 1

anonal y det ect ed . . :

potential network configuration probl em

31.154. 21. 26 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |1
46. 19. 86. 240 | srael 147.237.0.120|nil uimaka.idf.i |SYN Att ack SYN - > SYN-ACK -> RST moni tor |1
213.57.172. 26 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d ACK nunber noni tor |1
184. 105. 139. 103 g;:: 147.237.0. 120 |ml uimaka. i df . i |[SYN At t ack SYN -> SYN-ACK -> RST monitor |1
109. 65. 178. 45 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber nonitor |1
79.177.192. 170 |lsrael 147.237.0.120|nil uimaka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti neout moni tor |1
46. 19. 86. 183 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence I nval i d sequence nunber noni tor |1
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46.19. 85. 193 | srael 147.237.0.120 [miluimaka idf.il [Miltiple Mlfornmed UR from 46.19. 85. 193 B ock 1
46.19. 85. 193 | srael 147.237.0.120 [miluimaka idf.il |Illegal HITP \ersion B ock 1
46.19. 85. 193 | srael 147.237.0.120 |mluimaka.idf.il |Miltiple Unknown HTTP Request Method from 46. 19. 85. 193 B ock 1
46. 19. 85. 193 | srael 147.237.0.120 |[mluimaka idf.il [Malformed URL sdch B ock 1
46. 19. 85. 193 | srael 147.237.0.120 |[miluimaka.idf.il |[Unknown HTTP Request Method ate, in URL sdch B ock 1
46.19. 85. 193 | srael 147.237.0.120 |mluimaka.idf.il |Miltiple Illegal HITP Version from46. 19. 85. 193 B ock 1
46. 19. 85. 193 | srael 147.237.0.120 [nmiluimaka.idf.il |Abnornally Long Request request version B ock 1
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