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|Top Attackers | n DDoS- Def ence |
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|Top Attackers In IPS|

Attacker Address |At tacker Geo |Tar get Address \ Ste Devi ce Action
5.9.85.4 Ger many 147.237.0. 120 mluimaka.idf.il Cl000074: HITP. maj estic bot Permt 2
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
132. 68. 9. 28 | srael 147.237.0. 120 mluimaka.idf.il Xenu Link Seuth User Agent 3
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|Top Attackers In FW |

Attacker Address Attacker

Sgnature

Devi ce

‘Tar get Address|Ste

‘Count

Geo Action
132. 64. 24. 38 | srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 144
Ret ransm ssi on
82.81.78.213 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 64
37.26.149.132 |lIsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN - > SYN-ACK -> RST noni t or 64
176.13. 14. 50 | srael 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 64
79.180. 84. 133 | srael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Imvalid Inval id segnent retransmssion. Packet dropped. drop 64
Ret ransm ssi on
46.120. 150. 191 |Israel 147. 237. 0. 120 il ui maka i of i [/ €3MN9 Bngine: TP Invalid |\ 0y ceqnent retransnission. Packet dr opped. drop 40
Ret r ansni ssi on
46.19. 85. 187 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 39
37.26.148. 163 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 37
46. 19. 85. 187 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36
109. 253. 144. 229l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 36
46. 19. 86. 34 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti neout noni t or 29
37.26.148.148 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25
79.176.131. 164 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 22
46. 19. 86. 34 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti meout alert 19
109. 253. 144. 211|l srael 147.237.0. 120 |m| ui maka.i df .i |SYN At t ack SYN -> SYN ACK -> RST noni t or 16
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
5.102.220.66 |l srael 147. 237. 0. 120 |nil vi maka. i of . [/ €3MN9 Endine: T Invalid | ooy segnent retransnission. Packet dropped. drop 9
Ret r ansni ssi on
192. 198. 151. 36 |Europe 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 9
91.197.61.250 |lsrael 147.237.0. 120 |m| ui maka. i df . i Strean "9 E'.qgl ne: T Invalid Inval id segnent retransmssion. Packet dropped. drop 8
Ret r ansni ssi on
46.19. 86. 12 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 4
79.180.197. 178 |lsrael 147.237.0.120 |mluimaka. i df.i Srean 9 Er_]gl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Ret ransm ssi on
31.210. 186. 248 |israel 147. 237. 0. 120 il vi maka i of i [/ €3MN9 Bngine: TP Invalid |\ 0y ceqnent retransnission. Packet dr opped. drop 4
Ret r ansni ssi on
46.19. 86. 12 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
176. 13. 230. 31 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 4
109. 64.91. 11 | srael 147.237.0. 120 |m| ui maka.i df .i |SYN At t ack SYN -> SYN ACK -> RST noni t or 4
79.178. 44. 59 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 3
79.179.128. 213 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 3
46. 19. 86. 190 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 2
192. 116. 166. 6 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
77.138.236. 185 |Fance 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 34 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2
5. 102. 242. 98 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
180. 97. 106. 37  |[Chi na 147.237.0. 120 |ml ui maka. i df .ildrop SAMrul e drop 1
2.53.3.67 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
66. 249. 64. 4 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 86. 34 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
89. 139. 186.62 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
192. 99. 207. 133 |Canada 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 1
37.26.149.188 |lIsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 1
2.53.188. 58 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
L . o . {Streanming BEngine: TGP U gent |TCP segnent with urgent pointer (no data). Ugent
79.182.57. 221 I srael 147.237.0. 120 1 uimaka. i df .| Dat a Enf?)rce?rent ’ dat a ir?di cation vas gtri p:))ed. A ea(se refer)to 5336869. aert !
77.138.236.185 |Fance 147.237.0. 120 |m !l ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
216.72.41.109 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
50. 204. 107. 81 g‘;:ﬁd 147.237.0.120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46. 19. 86. 34 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.26.149. 233 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 1
109. 253. 219. 53 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 1
79.182.124.180 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunier noni t or 1
46.19. 85. 187 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
2.53.1.196 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Devi ce Action |Count |
66. 249. 64. 7 | srael 147.237.0.120 |nil uimaka.idf.il|Unhaut horized URL Access to wwu il uimaka.idf.il/tenpl ates/fag/ fag. aspx Bl ock 1
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