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Top Attackers 

82.81.214.213, Israel

5.102.242.90, Israel

46.227.67.172, Sweden
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

82.81.214.213 Israel 147.237.0.120 miluim.aka.idf.il ET DOS Large amount of TCP ZeroWindow - Possible Nkiller2 DDos attack 5

46.227.67.172 Sweden 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

5.102.242.229 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2756

185.120.125.88 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 288

185.120.124.35 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.55.61.181 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 65

79.180.84.133 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

79.178.11.226 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 64

109.253.150.192 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 50

109.253.144.211 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 37

2.53.135.4 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 36

82.102.136.68 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.167.170 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 36

46.19.86.199 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 36

79.178.18.56 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

77.124.25.228 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

79.178.249.15 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

2.55.39.13 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.158 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 24

46.19.86.158 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 21

176.13.12.61 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 17

2.55.148.137 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

79.177.180.126 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

82.81.214.213 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

79.177.206.51 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 13

37.26.148.249 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 10

87.69.171.2 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 10

109.253.198.58 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

192.198.151.45 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

37.26.149.147 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

77.125.48.215 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

2.53.12.222 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

46.19.86.123 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

217.132.153.148 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

46.19.85.176 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

192.198.151.44 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

77.138.75.49 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 8

37.26.147.236 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 6

2.55.185.217 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

46.19.86.22 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

46.19.85.158 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 5

64.37.98.43
United
States

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 5

109.67.125.102 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

46.120.110.15 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

2.55.3.2 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

84.108.0.34 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

212.179.42.241 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

2.55.177.19 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 4

37.26.146.163 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 4

64.37.98.32
United
States

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 3

46.19.85.158 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

46.19.85.29 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

5.102.242.90 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL mozilla/5.0 Block 1

5.102.242.90 Israel 147.237.0.120 miluim.aka.idf.ilUnknown HTTP Request Method Agent: in URL mozilla/5.0 Block 1

5.102.242.90 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request request version Block 1

5.102.242.90 Israel 147.237.0.120 miluim.aka.idf.il
Illegal HTTP Version (iPhone; CPU iPhone OS 9_3_5 like Mac OS X) AppleWebKit/601.1
(KHTML, like Gecko) CriOS/52.0.2743.84 Mobile/13G36 Safari/601.1.46

Block 1
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