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Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82.80.217.70 | srael 147.237.0.120 nil uimaka.idf.il B ack Li st drop BBL- | srael 1
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|Top Attackers In |D|

Attacker Address
195. 245, 205. 76
188. 120. 135. 31

| Attacker Geo
Russi an Federation
| srael

| Target Address
147.237.0. 120

|ste
nil uimaka.idf.il

|9 gnature

|Count
PCLI Cy- OTHER TCP packet with urgent flag attenpt 3
147.237.0. 120 niluimaka.idf.il ET SCAN NVAP -sA (2) 1
66. 249. 93. 76 Eur ope 147.237.0.120 | ui maka.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

At acker

Ste

Sgnature

Devi ce

Ceo

‘ Target Address

Sreaning Engine: TP Invalid

Action

‘Count

79.179. 112. 229 |l srael 147.237.0.120 |mluimaka.idf.i P Inval id segnent retransmssion. Packet dropped. drop 2552
Ret ransm ssi on
193. 106. 54. 37 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 72
80. 246. 130. 201 |I srael 147. 237. 0. 120 il ui maka i of i [ 7 €3MN9 Bngine: TP Invalid i ceqment retransnissi on. Packet dr opped. drop 64
Ret r ansni ssi on
85. 64. 6. 139 | srael 147.237.0. 120 |m| ui maka. i df . i Strean "9 Er_1g| ne: TP Invalid Inval i d segnent retransmssion. Packet dropped. drop 64
Ret r ansim ssi on
82.81.5. 42 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 64
193. 106. 54. 37 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36
2.55.182. 17 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
77.127.33.186 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25
84. 95. 208. 20 | srael 147.237.0. 120 |mluimaka.idf.i Strean g Ehgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 18
Ret r ansni ssi on
62.219. 235. 90 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 17
79.179.125.90 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 17
82.81.5.42 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 16
176. 13. 0. 33 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At ack SYN -> SYN ACK -> RST noni t or 16
82.81.5.42 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout alert 16
82.81.5.42 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
82.81.5.42 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> Ti neout noni t or 16
82.81.5.42 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
80. 179. 225. 42 |l srael 147.237.0. 120 |m| ui maka. i df . i Strean "9 Er_1g| ne: TP Invalid Inval i d segnent retransmssion. Packet dropped. drop 9
Ret r ansim ssi on
62.219. 21. 70 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 5
46. 19. 86. 39 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 4
8.21.199. 78 Wi ted 147.237.0.120 |mluimaka.idf.i Srean "9 E.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Sates Ret r ansn ssi on
46. 19. 86. 39 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At tack SYN -> SYN- ACK - > RST noni t or 4
87.71.32.140 |lIsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> RST noni t or 4
82.222.179. 194 |Tur key 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> Ti neout noni t or 4
8.21.199. 103 Wi ted 147.237.0.120 |mluimaka.idf.i Srean "9 E.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Sates Ret r ansn ssi on
195. 60. 235. 58 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN- ACK - > RST noni t or 4
46. 19. 86. 39 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout alert 4
46.19. 85.117 |lsrael 147.237.0. 120 |l uimaka.idf.i |SYN Attack SYN - > SYN-ACK -> RST noni t or 4
46. 19. 86. 39 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
2.55.50.104 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber aert 4
212.179. 21. 194 |l srael 147.237.0.120 |mluimaka.idf.i Strean g Ehgl ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 4
Ret r ansni ssi on
46. 19. 86. 39 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN-ACK -> Ti neout noni t or 4
8.21.198.199 Wi ted 147.237.0.120 |mluimaka.idf.i Srean "9 E.qgl ne: TP Invalid Inval id segnent retransmssion. Packet dropped. drop 4
Sates Ret r ansn ssi on
192. 198. 151. 44 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 3
85.64.67.175 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 2
77.139.153. 57 |Rance 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 2
46.19.85.171 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 2
82.222.179. 195 | Tur key 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN - > SYN- ACK -> Ti nmeout noni t or 2
62.219. 125. 238 |l sr ael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.26.148. 247 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
82.222.179. 179 [Tur key 147.237.0. 120 |l uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout noni t or 1
2.55.50.104 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
216.243.31.2 ;h;:eeg 147.237.0. 120 |m | ui maka. i df .i |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 136 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
46.19. 85. 171 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
A . . . {Streaming Engine: TCP Wgent |TCP segnent with urgent pointer (no data). U gent
84.95.21.211 I srael 147.237.0. 120 | uimaka. i df .| Dat a Enf?)r ce?rent ’ dat a ier?di cation was gtri psed A ea(se ref er)to 5336869. drop !
62.219. 125. 238 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26.149. 202 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN- ACK - > RST noni t or 1
2.55.142. 138 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
79.177.201. 242 || srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
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|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Site |9 gnature | Devi ce Action |Count |
46.19. 86. 194 | srael 147.237.0.120 |nmiluimaka. idf.il |Uhknown HTTP Request Method ge: in URL he-il, he B ock 1
212.179.21.194 |lsrael 147.237.0.120 [mluimaka.idf.il |Unknown Paraneter dsa in ww nlui maka.idf.il/894-he/ml ui maspx B ock 1
46.19. 86. 194 | srael 147.237.0.120 [mluimaka idf.il |Illegal HITP \fersion B ock 1
46.19. 86. 194 | srael 147.237.0.120 [mluimaka idf.il [Mal formed URL he-il, he; g=0. 8, en- us; g=0. 6, en; g=0. 4 B ock 1
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