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Top Attackers In DDoS-Defence
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Top Attackers In IPS
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

79.182.60.28 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1600

37.26.148.136 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 441

37.26.148.136 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 324

37.26.148.136 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 324

37.26.148.136 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 324

192.114.91.245 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

5.28.159.102 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

37.26.149.163 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 101

2.55.168.84 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 70

109.253.241.106 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 65

109.253.197.87 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 64

46.19.86.44 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack monitor 64

46.19.86.175 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 49

46.19.86.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 47

185.27.105.81 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

217.194.199.183 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

46.19.86.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 42

46.19.85.219 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 38

2.55.187.50 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

79.181.58.45 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.55.187.208 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 36

213.8.182.193 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 32

77.139.9.5 France 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 32

46.19.86.178 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 31

80.178.127.90 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 26

212.29.224.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 26

85.250.111.62 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

176.13.20.134 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

46.19.85.164 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 25

37.26.149.199 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

176.13.12.20 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 25

77.127.33.186 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 25

46.19.86.123 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 22

46.19.86.123 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

77.139.27.59 France 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout monitor 16

31.154.81.61 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

37.26.146.174 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 16

46.19.86.186 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

37.26.148.184 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 16

46.19.86.193 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

46.19.85.103 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 13

141.226.218.33 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 13

46.19.85.8 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 11

46.19.85.8 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 11

194.90.244.58 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 10

79.178.96.176 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 10

62.0.110.188 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

109.253.141.155 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST monitor 9

192.198.151.36 Europe 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9

77.138.136.66 France 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 9
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action
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81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unknown Parameter on www.miluim.aka.idf.il/scriptresource.axd
parameter wb48617274

Block 2

2.55.168.84 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 2.55.168.84 Block 1

2.55.168.84 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1422-he/miluim Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1
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