09-01-2016-10:08:00 to 09-01-2016-11:08:00

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |
5-
4
3-
Nurber
a 27
Attacks
1-
0

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 81.218.241. 25, Israel
192. 118. 10. 10, Israel
W 77.126.11. 229, Israel
37.142.40. 238, |srael

Top Attackers




09-01-2016-10:08:00 to 09-01-2016-11:08:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-01-2016-10:08:00 to 09-01-2016-11:08:00

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-01-2016-10:08:00 to 09-01-2016-11:08:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-01-2016-10:08:00 to 09-01-2016-11:08:00

|Top Attackers In FW |

Attacker Address

Attacker Geo ‘Target Address [Ste

dgnature

Devi ce

Action

‘Count

46. 19. 86. 53 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 709
46. 19. 85. 8 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 121
46. 19. 86. 3 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 81
37.26.148. 235 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 53
79.180. 184. 157 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 49
46.210.137.56 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 42
2.55. 62. 46 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36
2.55.183. 232 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36
5.102.195. 151 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 33
213.8.122.136 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 32
85.130. 138. 209 |Israel 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST noni t or 30
85.130. 138. 209 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 26
93. 172. 207. 85 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
212. 235. 67. 47 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25
192.198. 151. 43 |Eur ope 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 19
62.219.150. 70 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 16
77.138.215. 8 France 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nunier noni t or 16
192. 198. 151. 37 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
62. 219. 150. 70 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
46.19. 86. 219 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d ACK nunber noni t or 15
5.102. 195. 154 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 13
46.19. 86. 219 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 11
194.90. 225. 101 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3M N9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
89. 237. 69. 2 France 147.237. 0. 120 il ui maka i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
195.110.40.7 [ srael 147. 237. 0. 120 |nil ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
37.26. 146. 207 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 9
79.177.87.11 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN -> SYN ACK -> RST noni t or 9
212.25.84.200 |israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 8
Ret ransni ssi on dr opped.
77.138.215.8  |France 147. 237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 8
Ret r ansm ssi on dr opped.
176.13. 247. 118 |l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN- ACK -> RST noni t or 5
46. 19. 85. 132 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 5
84.111.100. 108 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 86. 78 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
167. 220 196. 234 U_\i ted 147. 237. 0. 120 |nil ui maka.i df . i Slreanilng Er_]gi ne: TGP Invalid Invalid segnent retransnission. Packet drop 4
Ki ngdom Ret r ansni ssi on dr opped.
46. 19. 85. 216 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 86. 44 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 4
132.76.61.23  |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4
Ret r ansm ssi on dr opped.
192.118.12. 102 [Israel 147. 237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
109. 64. 180. 101 | srael 147. 237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 4
Ret r ansm ssi on dr opped.
84.111.100. 108 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 4
2.55.18. 228 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 216 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 3
46. 19. 86. 242 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 8 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 2
77.138.99. 8 France 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
46.19. 86. 242 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 2
193. 43. 246. 250 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
164.138. 113. 84 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval i d sequence nunber noni t or 1
89. 237. 69. 2 France 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
79.178. 38. 82 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 1
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81.218. 241. 25 |Israel 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to www il uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1

81.218. 241. 25 |Israel 147.237.0. 120 |m ! ui maka. i df . i |Uhknown Paranet er wbh48617274 in www mlui maka.idf.il/scriptresource. axd B ock 1

37.142.40. 238 |l srael 147.237.0.120|nmluimaka.idf.i|D stributed Unaut hori zed HTTP Met hod B ock 1

192.118. 10. 10 |l srael 147.237.0. 120 |l uimaka. i df.i [Uhknown Paraneter wb48617274 in wwv mluimaka.idf.il/ B ock 1
Uhaut hori zed URL Access to

77.126.11.229 |Israel 147.237.0. 120 |ml uimaka. i df.ijwwy mluimaka.idf.il/tenpl ates/ general /waw i shuri maka.idf.il/1044-he/ishuri mas |B ock 1
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