09-01-2016-07:08:07 to 09-01-2016-08:08:07

1"PT SwNn ()

gov Focused IP Under

www.gov.il

Attack Daily Report

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber

a =]

Attacks

Top Attackers



09-01-2016-07:08:07 to 09-01-2016-08:08:07

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-01-2016-07:08:07 to 09-01-2016-08:08:07

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-01-2016-07:08:07 to 09-01-2016-08:08:07

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



09-01-2016-07:08:07 to 09-01-2016-08:08:07

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Devi ce

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission. Packet

Action

‘Count

46. 19. 86. 93 | srael 147.237.0.120 |mluimaka. i df . i s . drop 225
Ret r ansn ssi on dr opped.
84.229. 5. 240 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 13
192.198. 151. 43 |Eur ope 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or
109. 64. 189. 128 |1 srael 147 237.0. 120 il vi maka.i df . i Sreamnng Ef_wgl ne: TP Invalid Invalid segnent retransmission. Packet drop 4
Ret r ansni ssi on dr opped.
216.15.172. 84 g];::g 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
192. 198. 151. 36 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
82. 81. 88. 212 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
212.199. 71.94 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.46.41. 228 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
84.111.152. 207 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 1
176.9. 70. 189 Ger nany 147.237.0. 120 |ml ui maka.idf.i|SYN At ack SYN - > SYN-ACK -> RST noni t or 1
199. 203. 215. 1 | srael 147.237.0. 120 |m!l ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
84.111. 152. 207 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 243 g‘;tt:: 147.237.0. 120 |m| ui maka.i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
62. 128. 48. 34 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
212.117.151. 178|l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1




09-01-2016-07:08:07 to 09-01-2016-08:08:07

|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | Devi ce Action | count
09-01-2016-07:08:07 to 09-01-2016-08:08:07



