09-01-2016-04:08:00 to 09-01-2016-05:08:00

@
1"PT SwNn ()

Ov Focused IP Under

Attack Daily Report

www.gov.il

|Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 138.128.221.194, Lhited Sates

Top Attackers



09-01-2016-04:08:00 to 09-01-2016-05:08:00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




09-01-2016-04:08:00 to 09-01-2016-05:08:00

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



09-01-2016-04:08:00 to 09-01-2016-05:08:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature
138.128. 221. 194 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




09-01-2016-04:08:00 to 09-01-2016-05:08:00

|Top Attackers In FW |

Attacker Address Attacker

‘Target Address [Ste

dgnature

Ceo

192. 198. 151. 43 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 101
46.19. 85. 61 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 61
46. 19. 85. 61 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 61
176. 13. 15. 36 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 25
176. 13. 15. 36 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout alert 25
66. 249. 81. 230 |Eur ope 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
192. 198. 151. 43 |Europe 147.237. 0. 120 il ui maka i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 4
Ret r ansn ssi on dr opped.

167. 114. 208. 110|Canada 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout noni t or 3
46.120.45.131 |Israel 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
62.138. 2. 83 Cer many 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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