05-01-2016-16:08:04 to 05-01-2016-17:08:04

<
v Focused IP Under
www.gov.il Attack Daily Report

1"PT SwNn

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

B 31.168.23.95, |srael
2.55.11. 194, |srael
[ 193.43.244. 95, |srael
46. 19. 86. 239, |srael

Top Attackers




05-01-2016-16:08:04 to 05-01-2016-17:08:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




05-01-2016-16:08:04 to 05-01-2016-17:08:04

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



05-01-2016-16:08:04 to 05-01-2016-17:08:04

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



05-01-2016-16:08:04 to 05-01-2016-17:08:04

|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

Sgnature

Ceo

Sreaning Engine: TQP Invalid

Inval i d segnent

r et ransni ssi on.

Packet

2.53. 28. 253 | srael 147.237.0. 120 |mluimaka. i df . i S drop 2304
Ret r ansni ssi on dr opped.
82.81.106.22  |Israel 147, 237. 0. 120 |nil ui maka. i df i (. €3MNg Engi ne: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
2.53. 15. 160 I srael 147.237. 0. 120 i ui maka. i of i (27 €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet drop 1602
Ret r ansni ssi on dr opped.
2.53.46. 205 I'srael 147. 237. 0. 120 |nil vi maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 90
Ret r ansni ssi on dr opped.
46.19. 85. 154 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
46. 19. 85. 253 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 36
46. 19. 85. 253 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 36
46.19. 85. 154 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36
79.181.97. 6 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 25
37.26. 146. 204 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 25
37.26. 146. 204 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
87.69. 168. 247 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence SN retransnit wth different wndow scal e |nonitor 22
2.55.182. 20 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
84.95.131. 137 | srael 147.237. 0. 120 il ui maka i of i [/ €3MN9 Engine: TGP Inval i d Invalid segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.
46. 19. 85. 225 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 101 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
31.168.89.112 | srael 147. 237. 0. 120 il ui maka i of i (3" €3MN9 Engine: TGP Inval i d Invalid segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.
213.8.72.106  |Israel 147. 237. 0. 120 il ui maka. i of i [ " €3Mn9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
46. 19. 85. 225 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 9
46. 19. 85. 94 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
31.210. 186. 9 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
213. 8.242. 86 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 4
5.22.134. 205 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
213. 8. 242. 86 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
212.179.34.170 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
82.166.212. 137 |Israel 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 94 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 4
212.150. 214. 106|| srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber alert 1
2.53.63.10 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
37.26. 148. 232 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
149. 88. 198. 126 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
212.150. 214. 106|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
2.53.183. 197 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
132. 68.132. 102 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
80. 178. 207. 244 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 85. 197 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26.148.232 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 1
23.101.61.176 |irel and 147.237.0. 120 |nil uimaka. i df .i [ nstant Messengers Instant messenger pattern found, noni t or 1
appl i cation: Skype
184. 105. 139. 90 gq;tt:: 147.237.0. 120 |ml uimaka.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 32. 76 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
138.134.192. 10 |lsrael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 201 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26. 148. 232 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 108 g‘;tt:: 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
188.120. 154. 85 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 65. 32. 76 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26. 148. 232 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
5.22.129.132 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
149. 78. 80. 164 g;:: 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence I'nvalid ACK nunber noni t or 1
217.132.16. 74 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
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2.55.11.194 | srael 147.237.0. 120 |ml uimaka.i df .i|Uhaut hori zed UR. Access to waw nmil ui maka.idf.il/1492-he B ock 1
31.168. 23. 95 | srael 147.237.0. 120 |ml uimaka. i df .i|Uhaut hori zed URL Access to ww il ui maka.idf.il/tenpl ates/general / nobil e B ock 1
46. 19. 86. 239 | srael 147.237.0. 120 |ml ui maka. i df.i|Lhaut hori zed URL Access to waw nil uimaka.idf.il/1491- he/ m | ui m aspx’ B ock 1
103. 43.244.95 |Israel 147.237. 0. 120 |nil vi maka i o . P StT T Puted thauthorized URL Access on Bl ock 1
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