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W 31.168.18.241, Israel
81. 218. 56. 245, |srael
W 81.218.56.171, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 56. 245 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 1
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
81. 169. 142. 217 Cer many 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1




05-01-2016-08:08:05 to 05-01-2016-09:08:05

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

Sgnature

S reaning Engi ne:

TP Invalid

Inval i d segnent retransnission. Packet

109. 64. 89. 185 | srael 147.237.0.120 |mluimaka.idf.i S . drop 2600
Ret r ansni ssi on dr opped.
2.53.29. 161 I srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket 243
Ret r ansn ssi on dr opped.
46.19. 86. 92 I srael 147.237. 0. 120 il ui maka. i df i [ €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet . ) 189
Ret r ansni ssi on dr opped.
79.179.103.14 | srael 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet . 180
Ret r ansn ssi on dr opped.
109. 64. 99. 214 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
109. 226. 17. 135 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36
- R SYNFACK retransmit with different .
79.177.178.9 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . noni t or 29
wi ndow scal e
79.177.178.9 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 29
81.218.118. 126 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 18
212.199. 251. 235|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 16
199.203.215.1 |lIsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 13
2.55. 27. 88 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 9
37.26.148.186 | srael 147.237. 0. 120 il uimaka.i of . i |Bad TCP sequence SINHAK retransmt with di fferent monitor |9
W ndow scal e
212.199. 251. 235|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 9
84.95.208.20  |israel 147. 237. 0. 120 |nil vi maka i of . {2/ 63MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 9
Ret ransni ssi on dr opped.
37. 26. 148. 221 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 9
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 6
94. 230. 86. 88 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 255 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 4
82. 80. 86. 166 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 255 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence I nval id ACK nunber noni t or 4
37. 26. 149. 255 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 4
2.55. 3. 247 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26. 147. 243 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
2.53.61.76 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 228. 190. 49 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
77.127.26. 102 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
212.199. 251. 235|I srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
2.53.181. 17 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
176. 228. 190. 49 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
95. 35. 51. 63 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
2.55.130. 21 | srael 147.237.0. 120 |mlui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
109. 226. 55. 165 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.177.39.74 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
2.53.181.17  [Israel 147. 237.0. 120 |nil vi maka.i o . i [Bad TCP sequence SYNACK retransmt with different monitor |1
wi ndow scal e
194. 114. 146. 227l srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
81. 201. 60. 139 g&%ﬂ c 147.237.0. 120 |mluimaka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 14 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
37.26.147.243 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
2.53.61.76 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
109. 253. 227. 4 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.108. 237. 91 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
212.199. 251. 235|I srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Geo Target Address |Ste Sgnature Acti on ‘Oount
Unaut hori zed URL Access to
193.254.206.6 |l srael 147.237.0. 120 |n | ui maka. i df . i fwawv mi | ui maka. i df . i | / 5140302/ appdat a/ | ocal / m cr osof t / wi ndows/ t enpor ary B ock 1
internet files/content.outl ook/xnz7z30l /wwv mil ui maka.idf.il
31.168. 18. 241 | srael 147.237.0. 120 |ml uimaka.i df .ilhaut hori zed URL Access to waww ml ui maka.idf.il/tenpl ates/ general / nobil e Bl ock 1
194. 114. 146. 227l srael 147.237.0. 120 |m| ui maka. i df . i {Uhknown Paranet er wh48617274 in waw m | ui maka.idf.il/scriptresource. axd Bl ock 1
R . . . |0 stributed Whaut horized URL Access on
31.168.103. 115 |lsrael 147.237.0. 120 |m| uimaka. i df . i ww i Ui maka. i o i 1/si p storagel fil es/5 1935, gj B ock 1
81.218.56.171 |lsrael 147.237.0. 120 |n | ui maka. i df .i |Lhaut hori zed URL Access to wan il uimaka.idf.il/sip storagel/files/5/ 1935. gi f B ock 1
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