05-01-2016-07:08:01 to 05-01-2016-08:08:01

1"PT SwNn ()

gov Focused IP Under

www.gov.il

Attack Daily Report

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber

a =]

Attacks

Top Attackers



05-01-2016-07:08:01 to 05-01-2016-08:08:01

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




05-01-2016-07:08:01 to 05-01-2016-08:08:01

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



05-01-2016-07:08:01 to 05-01-2016-08:08:01

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



05-01-2016-07:08:01 to 05-01-2016-08:08:01
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Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
62.219. 198. 6 | srael 147.237.0.120 |mluimaka.idf.il |SYN Atack SYN -> SYN- ACK -> RST rej ect 49
2.55.185. 217 | srael 147.237.0.120 |mluimaka.idf.il |[SYN Attack SYN -> SYN- ACK -> RST rej ect 25
80.179.114. 11 | srael 147.237.0.120 |nmiluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 16
46. 19. 85. 208 | srael 147.237.0.120 |nmiluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber aert 16
80.179.114. 11 | srael 147.237.0.120 |mluimaka.idf.il |Bad TGP sequence |lnvalid sequence nunber noni t or 16
46.19. 85. 208 | srael 147.237.0.120 |mluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 16
80.179.114. 11 | srael 147.237.0.120 |mluimakaidf.il |Bad TOP sequence |l nvalid ACK nunber alert 9
199. 203. 215. 1 | srael 147.237.0.120 |mluimaka idf.il |Bad TGP sequence |l nvalid ACK nunber noni t or 5
80.179.114. 11 | srael 147.237.0.120 |miluimaka idf.il |Bad TCP sequence |SYNPAXK retransnit wth different w ndow scal e noni t or 4
2.55. 146. 217 | srael 147.237.0.120 |mluimaka idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.102. 242. 61 | srael 147.237.0.120 |mluimaka. idf.il |Bad TCP sequence |l nvalid ACGK nunber noni t or 4
80.179.114.11 | srael 147.237.0.120 |mluimaka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
80.179.114. 11 | srael 147.237.0.120 |mluimaka.idf.il |SYN Atack SYN -> SYN- ACK -> RST rej ect 2
199. 203. 215. 1 | srael 147.237.0.120 |mluimakaidf.il |Bad TGP sequence |l nvalid ACK nunber alert 1
46.121. 233. 249 |l srael 147.237.0.120 |nmiluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 1
109. 64. 85. 242 | srael 147.237.0.120 |mluimaka idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 247 | srael 147.237.0.120 |mluimaka idf.il |[SYN At tack SYN -> SYN ACK -> RST rej ect 1
149.50. 111. 25 | srael 147.237.0.120 |mluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 1
46.121. 90. 34 | srael 147.237.0.120 |nmiluimaka.idf.il |Bad TCP sequence |lInvalid ACK nunber noni t or 1
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