04-28-2016-18:08:03 to 04-28-2016-19:08:03

@
1"NPT SwNn

oV

www.gov.il

|Top Targets |

Focused IP Under
Attack Daily Report

1-
Nunmber
a
Attacks

W 178. 203. 146. 227, Ger many
79. 179. 206. 240, |srael

Top Tar get
[Top Attackers |
14
Nunmber
a
Attacks
0 T
&
&
D
rl&.
<
>

Top Attackers




04-28-2016-18:08:03 to 04-28-2016-19:08:03

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-28-2016-18:08:03 to 04-28-2016-19:08:03

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-28-2016-18:08:03 to 04-28-2016-19:08:03

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-28-2016-18:08:03 to 04-28-2016-19:08:03

|Top Attackers In FW |

A tacker

Geo Target Address |Ste Sgnature

79.181. 106. 60 |l srael 147.237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.

149. 78. 87. 17 Lsh;::: 147.237.0. 120 |ml uimaka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 17
109. 64. 101. 173 |l srael 147.237.0. 120 |ml uimaka.i df.i |ISYN At t ack SYN -> SYN-ACK -> RST rej ect 16
5.22.129.137 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 126 | srael 147.237.0. 120 |m| ui maka. i df . i |SYN At t ack SYN -> SYN ACK -> RST rej ect 2
149. 78.147. 16 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.108. 169. 165 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1




04-28-2016-18:08:03 to 04-28-2016-19:08:03

|Top Attackers In V\AF|

Attacker Address g::(:ker ‘Target Address |Ste

Sgnature

Devi ce
Action ‘Oount
178. 203. 146. 227|Ger many  |147. 237. 0. 120 [ri1 ui maka i o . {2ULNOr T 28d URL Access to

79.179. 206. 240 |l srael

ww mi | ui maka. i df. i |/ shared/ usercontrol s/ header upper/
147.237.0.120|m! uimaka. i df . i

B ock 1
Lhaut hori zed URL Access to ww il uimaka.idf.il/tenpl ates/ general / nobil e
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