04-21-2016-20:08:08 to 04-21-2016-21:08:08

@
1"PT SwNn ()

oV

www.gov.il

[Top Targets |

Focused IP Under
Attack Daily Report

Nunmber
a
Attacks 14

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

W 149.88.6.3, |srael
95. 86. 78. 43, |srael
M 176.13.8.112, Israel

Top Attackers




04-21-2016-20:08:08 to 04-21-2016-21:08:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-21-2016-20:08:08 to 04-21-2016-21:08:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-21-2016-20:08:08 to 04-21-2016-21:08:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-21-2016-20:08:08 to 04-21-2016-21:08:08

|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Devi ce

‘Count

Geo Action
46.19.86.224 |Israel 147.237. 0. 120 |nil ui maka. i of i (2" €3MN9 Engi ne: TQP Inval i d Invalid segnent retransmssion. Packet drop 2669
Ret r ansni ssi on dr opped.

46.19. 85. 180 | srael 147.237.0.2120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 36
46.19. 85. 180 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 36
46.19. 85. 155 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 25
46.19. 85. 155 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
87.69. 248. 167 |lsrael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
87.69. 248. 167 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber alert 10
217.132.147.1 |lsrael 147.237.0.120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
109. 65. 216. 77 |l srael 147.237.0. 120 |nil uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
37.26.148. 162 |lsrael 147.237.0. 120 il uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
94. 230. 86. 237 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
2.53.2.43 | srael 147.237.0. 120 |nl uimaka.idf.i|Veb Server Enforcenent M ol ation Wb Servers S ow HITP Denial of Service rej ect 2
84.109. 13. 104 |l srael 147.237.0. 120 |ml uimaka. i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
84.110. 55. 17 | srael 147.237.0.120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.28. 135. 219 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
85. 64. 17. 206 | srael 147.237.0. 120 il uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 13. 104 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.26.146.180 |lsrael 147.237.0. 120 |nl ui maka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
180. 97. 106. 161 [Chi na 147.237.0. 120 |m | ui maka. i df . i |dr op SAMrul e drop 1
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files/content.outlook/xnz7z30l /www ml ui maka.idf.il

95.86. 78.43 |l srael 147.237.0. 120 |ml uimaka.i df .i|Uhaut hori zed URL Access to waw nil ui maka.idf.il/tenpl ates/ news/ nobil e B ock

149.88. 6.3 | srael 147.237.0. 120 |ml uimaka.idf.i |Mil ti pl e Uhaut hori zed URL Access from 149. 88. 6. 3 B ock
D stributed Lhaut hori zed URL Access on

176. 13.8.112 |lsrael 147.237.0. 120 |ml uimaka. i df . i lwawn mi | ui maka. i df . il/s5140302/ appdat a/ | ocal / mi crosof t/w ndows/ tenporary internet |B ock
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