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Top Attackers 

2.53.171.196, Israel

79.178.219.72, Israel

2.53.48.105, Israel

77.124.12.125, Israel

2.53.41.33, Israel

194.90.134.230, Israel

77.69.22.66, Greece

109.253.224.168, Israel

46.19.85.152, Israel

95.86.80.57, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 04-21-2016-18:08:04 to 04-21-2016-19:08:04 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.53.137.112 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3285

2.55.23.17 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

2.55.14.236 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

46.19.85.120 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 38

46.19.85.120 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 36

79.178.102.148 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

79.178.102.148 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 25

46.19.85.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.85.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 16

212.179.177.193 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

185.27.106.121 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.85.200 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

37.26.146.132 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack reject 4

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

79.180.146.164 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Checksum

Invalid checksum. Packet dropped. drop 4

37.26.146.132 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.85.200 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

37.26.146.132 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 4

46.19.85.91 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 2

46.120.65.60 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.120.65.60 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.91 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

2.53.41.33 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1488-he/miluim.aspx‎ Block 1

77.69.22.66 Greece 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

109.253.224.168 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

2.53.48.105 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1488-he/miluim.aspx‎

Block 1

77.124.12.125 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

194.90.134.230 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

2.53.171.196 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1488-he/miluim.aspx‎

Block 1

79.178.219.72 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

46.19.85.152 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1488-he/miluim.aspx‎

Block 1

95.86.80.57 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary
internet files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1
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