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Top Attackers 

46.19.85.106, Israel

82.166.69.222, Israel

109.253.224.109, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

87.70.58.195 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

37.26.149.245 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 100

46.19.85.135 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

37.26.147.173 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 64

46.19.85.138 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.85.178 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

5.102.254.151 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

84.108.98.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

37.26.148.213 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

5.102.254.51 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

93.172.18.200 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

82.166.69.222 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.108.98.43 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.117.75.194 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

149.88.51.151 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.117.75.194 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

84.108.181.186 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

 04-18-2016-18:08:05 to 04-18-2016-19:08:05 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

46.19.85.106 Israel 147.237.0.120 miluim.aka.idf.il
Illegal HTTP Version _pk_ses.104.b624=*; __atuvc=1%7C16;
__atuvs=571502c290fcd69d000

Block 1

109.253.224.109 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1480- Block 1

46.19.85.106 Israel 147.237.0.120 miluim.aka.idf.ilMalformed URL asp.net_sessionid=xz5vsj3n0bwlfajkbkwajz45; Block 1

46.19.85.106 Israel 147.237.0.120 miluim.aka.idf.il
Unknown HTTP Request Method
2%2C%22%22%2C1460994470%2C%22https%3A%2F%2Fwww.google.co.il%22%5D; in
URL asp.net_sessionid=xz5vsj3n0bwlfajkbkwajz45

Block 1

46.19.85.106 Israel 147.237.0.120 miluim.aka.idf.ilAbnormally Long Request method Block 1

82.166.69.222 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/templates/general/mobile

Block 1
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