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04-18-2016-09:08:00 to 04-18-2016-10:08:00

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.25.121.195 | srael 147.237.0.120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 6
82. 145. 221. 24 Eur ope 147.237.0. 120 nmluimaka.idf.il B ock Ip V¢b In drop Net V- London 4
184. 105. 139. 94 Lhited Sates 147.237.0.120 mluimaka.idf.il B ock Np Al Net drop Net V- London 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-18-2016-09:08:00 to 04-18-2016-10:08:00

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-18-2016-09:08:00 to 04-18-2016-10:08:00

|Top Attackers In FW |

A tacker

Geo Target Address |Ste Sgnature

95.35.51.75  |israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet |, 495
Ret r ansni ssi on dr opped.

79.182.13.75 [Israel 147.237. 0. 120 il ui maka. i of i [/ €M N9 Engi ne: TCP Inval i d Invalid segment retransmssion. Packet drop 225
Ret ransni ssi on dr opped.

2.55. 58. 82 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 225

87.70.30.12  |israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.

2.53.155.250 | srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TGP Inval id Invalid segnent retransmssion. Packet |, 81
Ret r ansn ssi on dr opped.

46.19. 85. 176 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 81

176.13.14.97 | srael 147.237. 0. 120 il ui maka. i of i (" €3MN9 Engi ne: TGP Inval i d Invalid segment retransmssion. Packet |, 36
Ret ransni ssi on dr opped.

192.114.23. 18 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

81.218. 102. 67 |lsrael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 16

80. 178. 158. 133 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni t or 14

212.179.63.66 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence SYNretransmt wth different w ndow scal e |noni t or 13

212.179.63.66 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 9

79.176. 28. 17 | srael 147.237.0. 120l uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect

80. 179. 118. 150 |I srael 147.237. 0. 120 il ui maka. i of i (2 " €3MN9 Bngine: TQP Inval i d Invalid segment retransmssion. Packet drop 9
Ret r ansn ssi on dr opped.

79.176. 28. 17 I srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence SYN+AO( retransmt wth different noni t or 9

w ndow scal e

5.102. 254. 72 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 4

84.111. 244. 133 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4

132. 66. 27. 161 |l srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

84.111. 244. 133 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1

46.19. 85. 200 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

199. 203.215.1 |Israel 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1

31.168. 209. 66 |l srael 147.237.0. 120 |m! ui maka.i df.i |SYN At tack SYN - > SYN-ACK -> Ti nmeout rej ect 1

212.179.4.21 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 1

192. 115. 215. 60 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

85. 130. 187. 99 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1

5.102.195.222 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 1

212.179.4.21 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1

46.19. 85. 189 | srael 147.237.0. 120 |m! ui maka.i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

199. 203. 151. 53 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1

85.130. 187.99 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1




04-18-2016-09:08:00 to 04-18-2016-10:08:00

|Top Attackers In V\AF|

Attacker Address|Attacker Geo|Target Address |Ste |9 gnature | Devi ce Action|Count |
81.218.241.25 |Israel 147.237.0. 120 |ml ui maka. i df . i |Unknown Paraneter wb48617274 in waw m | ui maka.idf.il/1230-he/ m | ui maspx |B ock 2
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