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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
194. 54. 168. 65 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3
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|Top Attackers In IPS|
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|Ste
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-17-2016-20:08:08 to 04-17-2016-21:08:08

|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address|Ste

Sgnature

Devi ce

‘Count

Geo Action
79.179. 230. 174 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 2304
Ret r ansni ssi on dr opped.
2.55.44.5 | srael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 225
Ret r ansn ssi on dr opped.
89. 139. 250. 30 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 81
80.178. 201. 148 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 36
84.228.231.195 |lsrael 147.237.0. 120 |m| ui maka.i df . i |SYN At ack SYN -> SYN ACK -> RST rej ect 25
185.3.144.30  |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet |, ) 18
Ret r ansn ssi on dr opped.
46. 120. 186. 247 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 16
66. 249. 93. 215  |Eur ope 147.237.0.120|mluimaka.idf.i|DOrectory Traversal directory traversal overflow noni t or 9
37.46. 39. 155 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
109. 186. 151. 74 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
66. 249. 93. 212  |Europe 147.237.0. 120 |ml ui maka.idf.i|DOrectory Traversal directory traversal overflow noni t or 4
79.177.134.120 |lsrael 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti neout alert 4
46.117.70. 109 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.177.134. 120 |lsrael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
46. 19. 85. 181 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 4
79.177.134. 120 |israel 147.237. 0. 120 |nil uimaka. i of . i |Bad TCP sequence SINHAK retransmt with di fferent monitor |4
w ndow scal e
185. 3. 147. 239 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
188. 120. 148. 158|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 2
185. 3. 144. 30 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 2
188. 120. 148. 134|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
149.50. 124.20 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 120. 125. 2 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
5.29.98. 90 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 55 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
188. 15. 155. 225 |ltay 147.237.0. 120 |m | ui maka. i df . i |Header Rej ection header rejection pattern found in request |nonitor 1
109. 186. 151. 74 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
5. 29. 98. 90 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
79.177.19. 92 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
188. 120. 148. 132|l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 93. 209 | srael 147.237.0.120|mluimaka.idf.i|DOrectory Traversal directory traversal overflow noni t or 1
31.210.186. 102 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
89.139. 181. 156 |Israel 147.237.0. 120 |ml ui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
79.177.19.92  [israel 147.237.0.120 || ui maka. i of . i {Bad TGP sequence SYNRACK retransmt wth different mnitor |1
w ndow scal e
46.19. 85. 210 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action |count |
66. 249. 93. 212 | srael 147.237.0.120 nluimaka.idf.il Dstributed LR is Above Root O rectory B ock 1
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