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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
80. 70. 128. 129 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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|Top Attackers In IPS|

Attacker Address |At tacker Geo |Tar get Address \S te | Devi ce Action
144.76. 93. 46 Ger many 147.237.0. 120 mluimaka.idf.il Cl000074: HITP. maj estic bot B ock 2
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address ‘Tar get Address|Ste Sgnature ) ‘Count
Ceo Action
2.55. 29. 33 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 49
198. 204. 249. 34 g‘;tt:: 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence ?CZ getransmlt w th different wndow noni t or 23
46. 19. 86. 205 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 16
46.19. 86. 205 | srael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 10
192. 116. 205. 109|1 srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
80.179. 114. 27 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
31.168. 13. 78 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
80.179.114.27 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence I nval i d sequence nuniber noni t or 4
2.55.174.237 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber alert 3
199.203.215.1 |lIsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 3
80.179. 114. 27 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
46. 19. 85. 105 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 1
2.55.130. 30 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
213.57.249. 117 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
188. 120. 154. 154|l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
82.81.101.216 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
79.176.12. 98 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
85. 130. 233. 86 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
2.55.130. 30 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
82. 81. 240. 148 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
79.176.12. 98 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
31.210.188.70 |lsrael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
176. 228. 190. 49 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
82.81.240.148 | srael 147.237.0.120 || ui maka. i of . i {Bad TGP sequence SYNACK retransmit wth different mnitor |1
W ndow scal e

79.177.7.117 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
37.26.148.152 |lsrael 147.237.0. 120 |m| ui maka.i df.i |SYN At t ack SYN -> SYN ACK -> RST rej ect 1
2.55.130. 30 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
213.57.249. 117 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
184. 105. 247. 234 LSJIqlatt:s 147.237.0.120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82.81.101.216 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46.121.120. 140 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
31.168. 13. 78 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
198. 204. 249. 34 LSthlatt:sd 147.237.0.120 |mluimaka.idf.i|Orectory Traversal directory traversal overflow noni t or 1
85. 130. 233.86 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber aert 1
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A tacker Devi ce

‘Oount

Attacker Address ‘Target Address |Ste Sgnature

Geo Action
81. 218. 56. 171 | srael 147. 237. 0. 120 i ui m akas i df . i D stributed Lhknown Paraneter on v il ui maka. i df.il/scriptresource. axd B ock 2
par anet er wh48617274
31.168.103. 115 |Israel 147.237.0. 120 |ml ui maka. i df .i|Uhaut hori zed URL Access to wwu nill uimaka.idf.il/sip storage/fil es/5/ 1935. gi f B ock 1
Lhited - .. . JURL is Above Root Drectory
198.204. 249. 34 Sates 147.237.0. 120 | uimaka. i df .| v il ui maka. i df.il/../shared/ usercontrol s/ header upper/ Bl ock !
31.168. 103. 115 |Israel 147.237.0. 120 |m | ui maka. i df . i |Uhknown Paranet er wh48617274 in wwww m | ui maka.idf.il/scriptresource. axd B ock 1
203, 146. 246. 226|Thai land  [147. 237. 0. 120 |l ui maka i . |0 ST Puted thadthori zed LR Access on Bl ock 1
wwv il ui maka. i df.il/tenpl ates/ general / nobil e
- . . {0 stributed Uhaut horized URL Access on
81.218.56.171 | srael 147.237.0.120 |mluimaka.idf.i v il Ui maka, i of . i 1/si p_storagel fi | es/ 5/ 1935. gj f B ock 1
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