04-14-2016-11:08:09 to 04-14-2016-12:08:09

@
1"PT SwNn ()

Ov Focused IP Under

Attack Daily Report

www.gov.il

|Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 37.26.149. 128, |srael

Top Attackers



04-14-2016-11:08:09 to 04-14-2016-12:08:09

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-14-2016-11:08:09 to 04-14-2016-12:08:09

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-14-2016-11:08:09 to 04-14-2016-12:08:09

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-14-2016-11:08:09 to 04-14-2016-12:08:09

|Top Attackers In FW |

A tacker

Devi ce

Geo Target Address |Ste Sgnature Action ‘Count
2.53.135.218 |Israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
62. 90. 5. 30 I srael 147, 237. 0. 120 |nil ui maka. i of i |} €39 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.
2.55.149. 224 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49
46.19. 85. 126 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36
2.55.8.130 | srael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 36
84. 94. 33. 206 | srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 36
46. 19. 85. 46 | srael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
79.178. 180. 162 |l srael 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
46.19. 85. 196 | srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
193. 169. 70. 108 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 16
37.26.147.186 |lsrael 147.237.0. 120 |ml ui maka.idf.i|SYN At t ack SYN -> SYN ACK -> RST rej ect 16
193. 169. 70. 108 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 16
37.26.147.186 |l srael 147.237.0. 120 |nil ui maka.i of .i {Bad TCP sequence SINFACK retransnit wth different mnitor |16
w ndow scal e
5.22.135.127 |israel 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segment retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
62. 90. 45. 1 I'srael 147, 237. 0. 120 |nil ui maka. i of i | €39 Engine: T Inval id Invalid segnent retransmssion. Packet |4 ) 9
Ret r ansn ssi on dr opped.
2.55.191. 255 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
31.168.125.0 I srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence SYN+AO( retransmt wth different noni t or 1
w ndow scal e
199. 203.215.1 |Israel 147.237.0. 120 |m!l uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
84.111.182.16 |lsrael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
31.168.125.0 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber aert 1
5.22.135. 127 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
212.235.98. 139 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
89. 187. 219. 146 |Lebanon 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber alert 1
31.168.125.0 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.159. 132 |l srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
89. 187. 219. 146 |Lebanon 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
31.168. 125.0 | srael 147.237.0. 120 |ml ui maka. i df.i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
199. 203.215.1 |[lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 1
84.108. 109. 124 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
5.29. 69. 187 | srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
91. 135. 102. 177 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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37.26. 149. 128 | srael 147.237.0.120 |mluimaka.idf.il|Unauthorized URL Access to waw milui maka.idf.il/1422-he/ m | uni maspx B ock 1
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