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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 04-13-2016-13:08:09 to 04-13-2016-14:08:09 



Top Attackers In IDS
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.53.184.184 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 1440

46.19.85.179 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 576

2.55.153.241 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.64.123.166 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

37.26.148.249 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

213.8.72.106 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 18

198.204.249.34
United
States

147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 17

37.26.148.198 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.86.193 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

81.218.132.30 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.85.62 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 9

5.22.135.151 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

80.179.114.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

79.178.236.9 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.229 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.90 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

37.26.148.198 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.86.38 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

5.22.131.121 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

80.179.114.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

198.204.249.34
United
States

147.237.0.120 miluim.aka.idf.ilDirectory Traversal directory traversal overflow monitor 1

80.179.114.27 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.135.123 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.229 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

212.179.28.34 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.159.164 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.113 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

176.13.17.181 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.86.13 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

212.235.98.139 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

87.69.245.218 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.159.164 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.179.114.27 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

46.19.85.71 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

212.235.98.139 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

89.138.170.127 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

81.218.241.26 Israel 147.237.0.120 miluim.aka.idf.il Unknown Parameter wb48617274 in www.miluim.aka.idf.il/ Block 1
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