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Top Attackers 

194.54.168.65, Israel

82.80.217.70, Israel

184.105.139.94, United States

66.249.93.215, Europe

66.249.93.209, Europe
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.80.217.70 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

194.54.168.65 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

184.105.139.94 United States 147.237.0.120 miluim.aka.idf.il Block_Ntp_All_Net drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.93.209 Europe 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 1

66.249.93.215 Europe 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

46.19.85.220 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 144

46.19.85.220 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 144

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

87.69.142.131 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

199.203.90.117 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 25

46.19.85.65 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 11

5.22.131.19 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 10

212.199.9.214 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

87.69.40.161 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

46.19.85.62 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

149.88.195.171 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

87.69.113.180 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.86.73 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

149.88.195.171 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.8 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.86.68 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

165.225.72.64 Germany 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

37.26.148.173 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

84.109.117.151 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different sequence alert 1

188.120.148.179 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.65 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

195.60.232.57 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

84.109.117.151 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.4 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence SYN retransmit with different sequence monitor 1

188.120.148.182 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.93.143 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.172 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

165.225.72.64 Germany 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.42 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

192.114.23.211 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

109.64.80.127 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

82.81.16.176 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

212.179.63.66 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.85.229 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

192.114.23.211 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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