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Top Attackers 

66.249.93.209, Europe

82.81.90.118, Israel

204.68.184.25, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.81.90.118 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 6

204.68.184.25 United States 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.93.209 Europe 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sA (2) 59

 04-12-2016-12:08:06 to 04-12-2016-13:08:06 



Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

87.70.51.33 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 348

87.70.51.33 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 282

2.53.141.108 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

87.71.53.159 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

46.19.85.100 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 52

2.55.5.28 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

212.150.252.80 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 36

80.168.113.35
United
Kingdom

147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

212.150.252.80 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 26

109.64.182.74 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

2.55.22.25 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

212.179.94.50 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 13

192.146.6.2 United States 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

37.26.147.195 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

2.55.15.49 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

46.19.86.137 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

81.218.171.27 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 9

46.121.71.192 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.152 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

5.22.131.20 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.152 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.121.71.192 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.85.63 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 4

109.253.224.196 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 2

199.203.215.1 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.121.12.75 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

37.26.147.195 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

212.25.79.133 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

64.125.239.94 United States 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.243.31.2 United States 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

82.81.18.44 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.12.75 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

72.215.38.53 United States 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

31.154.34.246 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

31.210.188.24 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

132.64.217.127 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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