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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82.81.90. 118 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 6
204. 68. 184. 25 Lhited Sates 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop Net V- London 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |9 gnature
66. 249. 93. 209 Eur ope 147.237.0.120 | uimaka.idf.il ET SCAN NVAP -sA (2) 59
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |Ste Sgnature Acti on ‘Count
87.70.51. 33 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 348
87.70.51. 33 | srael 147.237.0.120|ml uimaka.idf.il|jBad TCP sequence WAG( retransmt with different noni t or 282
w ndow scal e
2.53.141.108  |Israel 147. 237. 0. 120 |nil vi maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Pecket |, 225
Ret r ansni ssi on dr opped.
87.71.53.159  |Israel 147.237. 0. 120 il vi maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, 144
Ret r ansni ssi on dr opped.
46.19. 85. 100 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 52
2.55.5.28 | srael 147.237.0. 120 |mluimaka. i df.i |SYN At tack SYN -> SYN- ACK -> RST rej ect 36
212.150. 252. 80 |Israel 147.237. 0. 120 [nil ui maka. i df .i |Bad TGP sequence SINHAK retransmit with different moni t or 36
w ndow scal e
80. 168. 113. 35 LKTIr:ge(cijom 147.237.0.120 |mluimaka.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 36
212.150. 252. 80 |l srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 26
109. 64. 182. 74 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
2.55.22.25 | srael 147.237.0. 120 |m| ui maka.i df.i |SYN At tack SYN -> SYN ACK -> RST rej ect 25
212.179.94.50 | srael 147. 237. 0. 120 il vi maka. i df .i [Bad TCP sequence ig;e”ansn“ wthdifferent wndow —fooior |13
192. 146. 6. 2 Wited Sates [147.237.0.120 |l i maka i df.i " S3MNd Engine: TP Invalid Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
37.26.147. 195 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or
2. 55. 15. 49 I'srael 147. 237. 0. 120 |ni| vi maka. i df . | S3MNg Engine: TCP Inval id nvalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
46. 19. 86. 137 | srael 147.237.0. 120 |m| uimaka. i df . i Sreannng Er_1g| ne: TP Invalid nvalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
81.218.171.27 |lsrael 147.237.0. 120 |m | ui maka. i df .il|drop SAMrul e drop 9
46.121.71.192 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 5
46.19. 85. 152 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 4
5.22.131. 20 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 152 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
46.121.71. 192 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 63 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
109. 253. 224. 196l srael 147.237.0. 120 |mluimaka. i df.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 2
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 2
46.121.12. 75 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.26.147. 195 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 1
212.25.79.133 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
64. 125. 239. 94 Lhited Sates [147.237.0.120|mluimaka.idf.i |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216.243.31.2 Lhited Sates [147.237.0.120|mluimaka.idf.i |ISYN Attack SYN -> SYN- ACK -> RST rej ect 1
82.81.18. 44 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
46.121.12. 75 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
72.215. 38. 53 Lhited Sates [147.237.0. 120 |mluimaka.idf.i |SYN A tack SYN -> SYN-ACK -> RST rej ect 1
31. 154. 34. 246 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
31. 210. 188. 24 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 1
132. 64.217. 127 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
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