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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
31.168. 194. 95 | srael 147.237.0.120 | uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 6
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address |Ste

dgnature

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission. Packet

2.55.30.181 | srael 147.237.0.120 |mluimaka. i df . i s . drop 558
Ret r ansn ssi on dr opped.
2.52.169. 115 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 144
87.71.53.159 [ srael 147. 237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet . 144
Ret r ansni ssi on dr opped.
46.210. 161. 242 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 116
81.218.198.64 |lsrael 147.237.0. 120 |ml ui maka.i df.i |SYN At t ack SYN -> SYN ACK - > RST rej ect 100
37.26. 146. 215 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 81
109. 64. 48. 140 |l srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 66
46.19. 86. 183 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 66
109. 64. 48. 140 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 66
46.19. 86. 183 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 66
46.116.12.109 |Israel 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 61
2.53.1.143 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 52
2.54.151. 123 | srael 147.237.0. 120 |m!l ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 51
2.55.30.181 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 51
2.54.151.123 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 50
37.26. 146. 215 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 49
2.53.1.143 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 45
2.55.30.181 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber aert 37
2.55.29. 17 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 36
2.55.29. 17 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 36
31.168. 200. 103 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 36
81.218. 251. 252 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 36
62.219. 167. 243 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 26
2.54.181.131 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 26
109. 253. 192. 38 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 26
2.53. 28. 87 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 26
2.54.181.131 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 26
46.210. 161. 242 |l srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval i d sequence nunber noni t or 25
62.219. 167. 243 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
80. 74. 100. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 25
2.53.28. 87 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 25
46.116.12. 109 |Israel 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier noni t or 25
80. 74. 100. 131 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 25
2.53. 46. 97 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 18
2.53.46. 97 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval i d sequence nunber noni t or 18
81.218.251.252 |Israel 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber alert 17
46.19. 85. 114 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 17
192.114. 23. 210 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
46.19. 85. 114 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 16
192. 114. 23. 210 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 16
192. 116. 60. 202 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 16
192.114. 23.211 |lsrael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 15
46.19. 85. 146 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 14
176. 13. 5. 205 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 10
31.168. 11. 194 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 10
2.53.17.214 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 9
147. 236. 232. 2521 sr ael 147. 237. 0. 120 |nitl ui maka. i of . {2/ 63™N9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 9
Ret r ansni ssi on dr opped.
109. 65. 145. 212 |I srael 147.237. 0. 120 |ril ui maka i of . (316219 Engine: T Invalid Invalid segnent retransmssion. Packet 1, 9
Ret r ansni ssi on dr opped.
2.53.17. 214 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 9
46.210. 161. 242 |l srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence I nval i d ACK nunber aert 9
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Device Action |Count |
212.25. 65. 226 | srael 147.237.0.120 |mluimaka.idf.il |Uauthorized URL Access to www mlui maka.idf.il/1316-he B ock 1
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