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Top Attackers 

84.95.252.59, Israel

2.53.30.251, Israel

84.229.244.88, Israel

2.53.13.139, Israel

79.182.51.228, Israel

46.19.85.135, Israel

185.103.252.98, Russian Federation

Top Attackers

Number
Of

Attacks

0

8

1

2

3

4

5

6

7

84
.9
5.
25
2.
59
, 
Is
ra
el

2.
53
.3
0.
25
1,
 I
sr
ae
l

84
.2
29
.2
44
.8
8,
 I
sr
ae
l

2.
53
.1
3.
13
9,
 I
sr
ae
l

79
.1
82
.5
1.
22
8,
 I
sr
ae
l

46
.1
9.
85
.1
35
, 
Is
ra
el

18
5.
10
3.
25
2.
98
, 
Ru
ss
ia
n 
Fe
de
ra
ti
on

 04-10-2016-20:08:08 to 04-10-2016-21:08:08 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

185.103.252.98 Russian Federation 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address Site Name Signature
Device
Action

Count

2.54.128.20 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.181.108.108 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

87.71.12.35 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

85.130.210.182 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 40

85.130.210.182 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 37

46.19.86.127 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 28

79.176.34.38 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 25

46.19.85.82 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

84.95.252.59 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

77.127.214.252 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

82.166.87.24 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 9

82.166.87.24 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

82.166.87.24 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 4

46.19.85.150 Israel 147.237.0.120 miluim.aka.idf.ildrop SAM rule drop 4

37.26.146.172 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 4

37.26.146.209 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

5.22.131.46 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 2

5.102.254.254 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.55.53.177 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

185.3.144.50 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.30.251 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.22.131.59 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.71.117.137 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

2.55.53.177 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid sequence number monitor 1

87.69.222.244 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

5.29.102.232 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

149.78.157.8 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.176.125.215 Israel 147.237.0.120 miluim.aka.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.130.230 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.222.244 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.116.42.148 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence
SYN+ACK retransmit with different
window scale

monitor 1

5.29.102.232 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.55.53.177 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1

149.88.223.161 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number monitor 1

87.69.30.251 Israel 147.237.0.120 miluim.aka.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address Site Signature
Device
Action

Count

84.95.252.59 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized HTTP Method Block 4

84.95.252.59 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 84.95.252.59 Block 3

84.95.252.59 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/2/ Block 1

79.182.51.228 Israel 147.237.0.120 miluim.aka.idf.il
Unauthorized URL Access to
www.miluim.aka.idf.il/templates/general/www.behatsdaa.org.il

Block 1

84.229.244.88 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/s5140302/appdata/local/microsoft/windows/temporary internet
files/content.outlook/xnz7z30l/www.miluim.aka.idf.il

Block 1

2.53.13.139 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1316-he/miluim.aspx Block 1

2.53.30.251 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1316-he/miluim.aspx Block 1

46.19.85.135 Israel 147.237.0.120 miluim.aka.idf.ilDistributed Unauthorized URL Access on www.miluim.aka.idf.il/1325-he/miluim.aspx Block 1
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