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|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|9 gnature | Devi ce Action | P 1 ocati on. Locat i on
69. 30. 202. 228 Lhited Sates 147.237.0.120 nl uimaka.idf.il bl ock-sp-traf 1 f orward CP-Tehi | a 1
69. 30. 202. 228 Lhited Sates 147.237.0.120 nluimaka. idf.il bl ock-sp-traf 1 forward Net V- London 1
173. 208. 197. 252 Lhited Sates 147.237.0. 120 mluimaka.idf.il bl ock-sp-traf 1 forvward CP-Tehi | a 1
173. 208. 197. 252 Lhited Sates 147.237.0. 120 mluimaka.idf.il bl ock-sp-traf 1 forward Net V- London 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

A tacker

Attacker Address Geo ‘Tar get Address|Ste Sgnature
46.19. 86. 2 I srael 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 3744
Ret r ansni ssi on dr opped.
193.106.52.32 [ srael 147.237. 0. 120 il vi maka i df i [ €3M N9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
193.106.54.32 |Israel 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 144
Ret r ansni ssi on dr opped.
82.81.66.200 |Israel 147.237. 0. 120 il ui maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
46.19. 86. 22 I srael 147.237. 0. 120 il ui maka. i df i " €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 117
Ret r ansni ssi on dr opped.
82. 80. 144. 24 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 100
62.219.198. 6 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At ack SYN -> SYN- ACK -> RST rej ect 64
46. 19. 85. 161 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber alert 36
46.19. 86. 186 | srael 147.237.0. 120 |ml uimaka. i df .i|dr op SAMrul e drop 13
2.53.2.173 | srael 147.237.0. 120 |m| ui maka.i df.i|Bad TCP sequence ?CZ getransmlt w th different wndow noni t or 13
2.54.134. 13 I'srael 147. 237. 0. 120 |nil ui maka i of . [/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet g 9
Ret r ansni ssi on dr opped.
46.19. 85. 176 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
81. 218. 138. 93 — 147 237. 0. 120 nil ui maka. i df . i Sreamlng Enjgl ne: TP Invalid Inval id segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.
46. 19. 85. 243 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 9
77.126.72.25  |israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, ) 9
Ret r ansni ssi on dr opped.
46.19. 85.213 | srael 147.237.0. 120 |ml ui maka.idf.i |SYN At ack SYN -> SYN-ACK -> RST rej ect 9
149. 88. 235. 47 |l srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 5
91.135.102. 184 |Israel 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN- ACK -> RST rej ect 4
46.19. 85. 127 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
199. 203. 215. 1 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Inval id ACK nunber noni t or 4
46.19.85.1 | srael 147.237.0. 120 |ml ui maka.i df.i|Bad TCP sequence Inval id ACK nunber noni t or 3
31.168.49. 178 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
212.179.226.81 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
31. 168. 49. 178 | srael 147.237.0. 120 |ml uimaka. i df.i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
149. 88. 235. 47 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 85. 3 | srael 147.237.0. 120 |mluimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
31.168. 13. 78 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
109. 226. 51. 237 |lsrael 147.237.0. 120 |mlui maka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 191 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
31.168.49.178 | srael 147.237. 0. 120 |l ui maka. i df .i [Bad TCP sequence SYNACK retransnit wth different monitor |1
W ndow scal e
46. 19. 85. 253 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
31.168.13.78 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
199.203.215.1 |lIsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
109. 253. 141. 237]|l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 191 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
31.210.186. 11 | srael 147.237.0.120|mluimaka.idf.i|Bad TGP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 g];::: 147.237.0. 120 |m| ui maka. i df.ildrop SAMrul e drop 1
109. 253. 141. 237l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address |Atacker Geo |Target Address |Ste

|S gnature |Device Action  |Count |
173. 208. 197. 252 Lhited Sates |[147.237.0.120 niluimaka idf.il |Uauthorized URL Access to www app- sof t war es. cond B ock 1
69. 30. 202. 228 Lhited Sates |[147.237.0.120 nmluimaka idf.il |Uhauthorized URL Access to www 369bs. coml B ock 1
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