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Attacker Address Attacker

Target Address |Ste

Sgnature

Ceo

Sreaning Engine: TP Invalid

Inval i d segnent retransnission.

Packet

213.8.130.91 | srael 147.237.0. 120 |ml uimaka.idf.i S . drop 2304
Ret r ansni ssi on dr opped.
87.71.53.159  |israel 147.237. 0. 120 |l vi maka. i df .i (. €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
193.106.54.32 |Israel 147.237. 0. 120 |l vi maka. i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet . 90
Ret r ansni ssi on dr opped.
5.22.131. 40 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 90
193.106.52.32 |Israel 147.237. 0. 120 |l vi maka. i df .i | €2MNd Engine: TP Inval id Invalid segnent retransmssion. Packet |, 72
Ret r ansn ssi on dr opped.
46.19. 85. 73 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 16
188. 120. 148. 182|l srael 147.237.0. 120 |m | ui maka.i df.i |Bad TCP sequence Inval id ACK nunber noni t or 9
81.218.153.23 | srael 147. 237. 0. 120 |nil vi maka. i of . {27 €3MN9 Engine: TGP Inval id Invalid segnent retransmssion. Packet 9
Ret r ansni ssi on dr opped.
147.161.10.51 |Israel 147. 237. 0. 120 |l vi maka i df . i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet o 9
Ret r ansni ssi on dr opped.
82.80.146. 254 |israel 147.237. 0. 120 | il vi maka. i df .i ([ €3M N9 Engine: TP Inval id Invalid segment retransmssion. Packet . 9
Ret r ansni ssi on dr opped.
46.19. 86. 162 | srael 147.237.0. 120 |m| uimaka. i df . i ldr op SAMrul e drop 8
87.69.172. 177 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 4
212.179. 218. 174|l srael 147.237.0. 120 |m | ui maka.i df.i |Bad TCP sequence Inval id ACK nunber noni t or 4
193.242.218.25 |Sntzerland |147.237.0.2120|mlui maka.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.148. 152 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence noni t or 4
87.71.90.9 | srael 147.237.0. 120 |m| ui maka. i df.i |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
87.71.90. 9 I srael 147.237. 0. 120 |l v maka.i of . i {Bad TCP sequence SINRAK retransmt with different monitor |4
w ndow scal e
46. 19. 86. 31 | srael 147.237.0. 120 |ml uimaka.i df .i |drop SAMrul e drop 3
84.110. 144. 229 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 2
188.120. 154. 52 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
84.110. 144. 229 |lsrael 147.237.0. 120 |mluimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 2
212.199. 251. 235|l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134. 242 | srael 147.237.0. 120 |m | ui maka.i df.i |Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 1
80.178.150. 16 |l srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26.148.152 |lsrael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d sequence nunier alert 1
109. 64. 50. 166 | srael 147.237.0. 120 |ml uimaka. i df.i |ISYN At t ack SYN -> SYN-ACK -> RST rej ect 1
31. 210. 188. 52 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 15 | srael 147.237.0. 120 |m| ui maka.i df .i |Bad TCP sequence Inval id ACK nunber alert 1
109. 67. 42. 151 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 46 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
212.199. 251. 235|| srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber alert 1
192.115. 180. 11 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
81.218.175.126 |lsrael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 15 | srael 147.237.0. 120 |m | ui maka.i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Invali d ACK nunber alert 1
87.69.172.177 |lsrael 147.237.0. 120 |mlui maka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.26. 148. 152 | srael 147.237.0. 120 |ml ui maka.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1




04-10-2016-12:08:05 to 04-10-2016-13:08:05

|Top Attackers In V\AF|

‘ Attacker Geo

Target Address

dte

Sgnature

Russi an A . . JUhaut hori zed URL Access to

217.69.133. 242 Federati on 147.237.0. 120 m| urmaka. i df .1 vy i | ui maka. i df . i1/tenpl at es/ searchresul ts. asp Bl ock
o . . . {Uhaut hori zed URL Access to

2.54.133. 96 | srael 147.237.0. 120 |ml uimaka.i df . i mil ui maka. i df.i1/templ at es/ general / behat sdaa. or g, i Bl ock
A . . JUhaut hori zed URL Access to

212.179.21. 194 |lsrael 147.237.0. 120 |nil uimaka. i df . i il Ui maka. i df i |/ shared/ ol ht t ps: / mil Ui i shi . aka i df il Bl ock

04-10-2016-12:08:05 to 04-10-2016-13:08:05




