04-08-2016-11:08:01 to 04-08-2016-12:08:01

1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

Focused IP Under

Attack Daily Report

Nunmber
a
Attacks

[Top Attackers |

Top Tar get

Nunmber
a
Attacks

Top Attackers




04-08-2016-11:08:01 to 04-08-2016-12:08:01

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-08-2016-11:08:01 to 04-08-2016-12:08:01

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-08-2016-11:08:01 to 04-08-2016-12:08:01

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-08-2016-11:08:01 to 04-08-2016-12:08:01

|Top Attackers In FW |

A tacker

Target Address |Ste

Sgnature

Ceo

109. 67. 154. 221 |I srael 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 2304
Ret r ansni ssi on dr opped.
109. 64. 56. 249 |1 srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet drop 2304
Ret ransni ssi on dr opped.
87.71.117.137 |israel 147.237. 0. 120 il ui maka. i of i (2 7 €3MN9 Engine: TCP Inval i d Invalid segent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
46.117.42. 113 |Israel 147.237.0.120|ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 49
2.53.8.10 I'srael 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TGP Inval id Invalid segnent retransmssion. Packet |, 36
Ret r ansn ssi on dr opped.
31. 154. 144. 225 |I srael 147.237. 0. 120 il ui maka. i of i (2" €3MN9 Engine: TQP Inval i d Invalid segent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
79.179. 161. 221 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence SYNretransmt wth different w ndow scal e [noni t or 9
79.183.212.49 |lsrael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
109. 67. 109. 128 |l srael 147.237.0. 120 |nml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
103. 231. 94. 171 |Myannar 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN - > SYN- ACK -> Ti meout rej ect 4
103. 231. 94. 171 |Myanmar 147.237.0.120|mluimaka.idf.i|Bad TCP sequence . AK retransmt wth different noni t or 4
w ndow scal e
89. 138. 64. 189 |l srael 147.237.0. 120 |ml uimaka.i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
37.46. 39. 156 | srael 147.237.0.120|ml uimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
87.70. 53. 246 | srael 147.237.0. 120 |ml uimaka.idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
89. 138. 64. 189 |l srael 147.237.0. 120 |ml uimaka.idf.i|Bad TCP sequence Inval id ACK nunber alert 1
37.46. 38. 19 | srael 147.237.0.120|mluimaka.idf.i|Bad TCP sequence Invali d ACK nunber noni t or 1
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