05-04-2016-22:06:08 to 05-04-2016-23:06:08

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

|Top Targets |

160

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

21

Nunmber
a
Attacks

Top Attackers

W 217.132.121. 111, |srael
87.70.19. 150, |srael

W 66.249.93. 117, Israel
80. 178. 202. 28, | srael

W 93.172. 211. 202, |srael

W 37.142.20.17, Israel

W 79.177.4.35, |srael

W 85.64.177.252, |srael
109. 67. 23. 13, |srael

B 46. 116. 90. 155, |srael




05-04-2016-22:06:08 to 05-04-2016-23:06:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




05-04-2016-22:06:08 to 05-04-2016-23:06:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



05-04-2016-22:06:08 to 05-04-2016-23:06:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Dgnature
218.57.11. 7 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |StdName | gnature | Devi ce Action |Count |
217.118. 78. 103 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 512
149. 88. 106. 254 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
17.244.14. 145 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
54. 243. 190. 43 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
217.69.133. 191 Russi an Federation |[147.237.0.121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 17
188. 120. 154. 179 |Israel 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 14
79.178. 90. 128 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 14
2.53.177.10 | srael 147.237.0.121 Bad TCP sequence SYNFAK retransnit with different w ndow scal e noni t or 13
185. 27. 105. 75 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 12
217.69. 133. 248 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
185. 3.147. 111 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 6
149. 88. 53. 81 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 3
185. 3. 144. 2 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
5.22. 135. 253 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
213.151. 59. 19 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
79.181.59. 182 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
31.210. 186. 95 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
216.243.31. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1
5.22.135. 10 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |Ste |d gnature | Devi ce Action |count |
217.132.121. 111 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 2
87.70.19. 150 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 2
80. 178. 202. 28 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 2
66. 249. 93. 117 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 2
93.172.211. 202 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 2
46.19. 86. 144 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
87.71.35.51 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
2.53.23.124 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
79.178. 39. 106 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
149. 78. 75. 235 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.177.145. 189 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
109. 67.211. 214 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
37.142.199. 114 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
87.68.7.23 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
84.108. 14. 118 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
213.57. 188. 65 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
77.124.12. 226 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
109. 65. 20. 1 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
37.26.147. 199 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
95. 86. 104. 48 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
5.29.251.171 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.182. 39. 231 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 120. 126. 46 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
66. 249. 84. 161 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
176.13.16.6 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
46.117. 105. 16 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
89. 138. 160. 253 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
2.55.51. 6 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.179. 50. 43 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
79.177.207. 233 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
109. 253. 200. 237 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
46. 19. 85. 188 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
87.70.45.177 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
37.46.41.2 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
85. 64. 66. 175 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
217.132. 38. 196 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
77.127.126.107 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 65. 243. 142 | srael 147.237.0.121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
77.124.0. 144 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 64. 126. 210 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
31.210.187. 101 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
80. 246. 137. 155 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
213.8.204.1 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported 0 pher None 1
5.28. 149. 201 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
79.181. 30. 56 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
185. 27. 105. 75 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
62. 128. 48. 130 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
93.173. 239. 33 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
46.116. 90. 155 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
87.71.40. 241 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
2.53.38.19 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
79.178. 90. 128 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
149. 78. 222. 185 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
79.177.159. 59 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
109. 67. 248. 202 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
37.142. 210. 80 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported A pher None 1
87. 69. 38. 150 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
37.46. 38. 128 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
84.108. 21. 25 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported 4 pher None 1
213. 151. 49. 47 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported 0 pher None 1
77.125. 74. 156 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 65. 64. 9 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
66. 249. 93. 109 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
95. 86. 111. 154 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
31.154. 146. 88 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: Lhsupported d pher None 1
79.183. 27. 209 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
188. 120. 154. 179 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
79.179.103. 111 | srael 147.237.0. 121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
176. 228. 28. 61 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
46.117.192. 17 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
89. 139. 251. 68 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: Lhsupported A pher None 1
5.22.131.92 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
79.177.219. 195 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
128.139. 12. 172 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
46. 19. 85. 247 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
87.70.119. 112 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
37.60. 42. 221 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
85. 64. 177. 252 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
77.127.167. 249 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 67. 23. 13 | srael 147.237.0. 121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
77.124.6.194 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 64. 137. 197 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
31.210. 188. 92 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
84.94. 180. 127 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
213.57.58. 14 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
5.29.104.9 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
79.182.6. 12 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 27. 105. 188 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
62. 128. 48. 166 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
94, 159. 176. 110 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
46. 116. 230. 158 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
87.71.55. 21 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
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2.53.42.41 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
79.178.103. 219 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
176. 13. 11. 177 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
79.177.194. 141 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 186. 16. 232 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
37.142. 224, 254 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
37. 46. 39. 44 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
84.108. 224. 240 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
213. 151. 56. 57 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
77.127.67.137 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 65. 139. 133 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
66. 249. 93. 113 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
105. 172. 35. 13 Angol a 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
31.154. 158. 3 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
194. 114. 146. 227 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
5.22.135. 10 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.179. 133. 208 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
185. 3. 144. 2 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
46.120. 87. 13 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
93.172.165. 174 | srael 147.237.0. 121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
46.19. 86. 126 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
87.71.35.4 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.178. 14. 221 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
149. 50. 120. 224 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 67. 61. 25 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
37.142.20. 17 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported A pher None 1
85. 65. 1. 205 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
217.132. 150. 59 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.177. 4. 35 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
213.57.105. 130 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
77.124.7.200 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
109. 64. 184. 204 | srael 147.237.0. 121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
37.26.146. 199 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
84.95. 146. 116 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
5. 29. 159. 98 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
79.182. 34. 45 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
185. 27. 105. 190 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
66. 249. 84. 160 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
94. 230. 92. 201 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
46. 117. 65. 148 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
89. 138. 83. 90 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
2.53. 144, 147 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported 0 pher None 1
79.178.192. 233 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported 0 pher None 1
176. 13. 12. 20 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
79.177.197. 77 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 253. 199. 209 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
46. 19. 85. 20 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
87.70. 38. 148 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
37.46. 39. 235 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
84.109. 228. 199 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
213.151. 59. 19 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
77.127.94.57 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 65. 169. 101 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
109. 64. 19. 249 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported 0 pher None 1
31.210. 186. 95 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
80. 246. 136. 181 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported A pher None 1
212.235.124. 107 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
5.22.135. 253 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79. 180. 69. 204 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: Lhsupported d pher None 1
185. 3.147. 111 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
46. 121. 85. 160 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
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