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Top Attackers 

79.178.240.151, Israel

66.249.93.109, Israel

66.249.93.117, Israel

62.219.198.6, Israel

46.19.86.55, Israel

82.80.196.44, Israel

109.65.242.158, Israel

66.249.84.161, Israel

85.64.40.156, Israel

149.78.32.217, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

79.178.240.151 Israel 147.237.0.121 ET SCAN NMAP -sA (2) 2
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

87.121.106.17 Bulgaria 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 154

188.93.56.128 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

194.29.238.10 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

90.181.160.186 Czech Republic 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

149.88.197.125 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

188.93.56.124 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.126 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

128.52.128.105 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.122 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

188.93.56.123 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

149.88.40.14 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

5.9.158.75 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

217.23.13.129 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 6

149.88.103.169 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4

5.102.254.97 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

89.139.187.27 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

192.198.151.45 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

192.198.151.45 Europe 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.41.143 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

66.249.93.109 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 3

66.249.93.117 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 2

37.26.147.164 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.64.190.86 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

81.218.139.218 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

217.132.54.166 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.180.100.41 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

212.76.106.44 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.29.67.254 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

89.139.187.27 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.70.10.125 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

77.127.26.78 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

185.127.10.42 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.253.219.178 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.109.138.175 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

66.249.84.159 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.117.127.34 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.66.90.204 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

82.166.162.73 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

80.179.2.226 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

213.57.41.157 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.102.254.97 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

94.230.92.51 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

2.53.174.239 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.71.167.240 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.179.103.248 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

192.198.151.37 Europe 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

176.126.252.11 Romania 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

85.64.225.38 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.108.136.202 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

62.90.143.246 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.186.180.81 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

37.46.41.143 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.65.68.149 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

82.80.132.16 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.180.103.181 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

212.179.21.194 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.29.139.57 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

93.172.202.26 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.70.21.77 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.178.206.87 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

192.115.141.1 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

66.249.84.161 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

149.78.32.217
United
States

147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

85.64.40.156 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

82.166.190.11 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.117.186.168 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.66.119.130 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

95.86.81.77 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

80.246.137.114 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

213.151.36.85 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

31.168.2.241 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

192.198.151.45 Europe 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

2.55.41.105 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

89.138.22.78 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.179.129.87 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

77.124.7.163 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

176.228.47.67 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.68.36.194 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.108.173.14 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

62.219.198.6 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
78772ABEA34F363F9BA76A8461D941722241F41A754BD8F4016152635C30CC7376E4DE0303A
8D3F894B18F6E6672309E668E9FBEBCE04AEE23AEFC4829B4A9DB0C7B14741262E90BE8C2DE9A
953168F9DE7CDF09DF70AFC0062B789EA1FB1891DB2291C8F521549EBB5846D2CC7F5D2A9CF
E221536DC00CCFD06929F343D55ABB49EF2370E9E4BA924620B403BDFB05CB073FF79D7814EE
AE286BB8A303C32D2

None 1

109.253.159.84 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.19.86.55 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.65.79.85 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

82.80.150.90 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

80.178.121.177 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

212.199.185.133 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.102.225.42 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

93.173.227.61 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

2.53.168.83 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.71.56.251 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.178.240.151 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

192.116.159.59 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

149.78.173.71 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

85.64.94.107 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.94.200.162 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.120.197.192 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.67.154.188 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

37.26.146.250 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

95.86.87.171 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

81.218.33.77 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

213.151.60.150 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.180.99.219 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

194.90.153.50 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.28.153.190 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

89.138.99.25 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1
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77.127.2.43 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

185.100.85.101 Romania 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.69.4.210 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.109.118.81 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

62.219.198.6 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.253.202.117 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.19.86.81 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.65.242.158 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

82.80.196.44 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

80.178.157.98 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

212.199.233.127 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

5.102.242.152 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

93.173.228.87 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

2.53.168.200 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

87.71.106.12 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

79.179.96.51 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

192.117.142.66 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

66.249.93.113 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

176.13.4.35 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

85.64.152.58 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

84.108.121.104 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

46.121.221.17 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1

109.186.34.212 Israel 147.237.0.121 Untraceable SSL Sessions: Unsupported Cipher None 1
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