04-23-2016-15:06:05 to 04-23-2016-16:06:05

1"NPT SwNn

<
v Focused IP Under
Attack Daily Report

www.gov.il

[Top Targets |

Nunmber
O 3 9
Attacks 28

Top Tar get

[Top Attackers |

3+

W 66.249. 93. 117, |srael
66. 249. 93. 113, | srael

W 66.249.93. 109, Israel
46.19.85.0, Israel

Nunmber ] W 93.173. 175. 207, |srael
a 1<
W 185.32.179. | srael
Attacks 85. 3 9. 89, Israel

W 79.180. 113. 234, |srael
W 217.132. 64. 220, |srael
5.29.181. 162, |srael
H 85.64.122.197, |srael

Top Attackers



04-23-2016-15:06:05 to 04-23-2016-16:06:05

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-23-2016-15:06:05 to 04-23-2016-16:06:05

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-23-2016-15:06:05 to 04-23-2016-16:06:05

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



04-23-2016-15:06:05 to 04-23-2016-16:06:05

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |9tdNane |9 gnature | Devi ce Action |Count |
90. 181. 168. 124 [Czech Republic 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 127
149. 88. 2. 255 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 44
188. 93. 56. 129 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 34
149. 88. 164. 54 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
149. 88. 171. 83 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
84.226.164.207 |Satzerland 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
188. 93. 56. 121 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 12
37.46. 39. 231 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 5
40.77. 167. 23 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
149. 88. 66. 96 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 4
109. 67. 212. 60 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 4
157. 55. 39. 228 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3
40.77. 167. 32 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 3
79.177.211. 247 |l srael 147.237.0. 121 Bad TCP sequence SYNWACK retransnit with different w ndow scal e noni t or 2
79.177.211. 247 |Israel 147.237.0.121 SYN At t ack SYN -> SYN-ACK - > Ti neout alert 2
79.177.211. 247 |l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
184.105.139.96 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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66. 249. 93. 117 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 3
66. 249. 93. 113 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 3
66. 249. 93. 109 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 2
217.132. 64. 220 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79.180. 113. 234 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
192. 114. 150. 50 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
109. 65. 7. 115 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
46.19. 86. 204 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
37.26.147. 137 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
85. 250. 70. 241 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
84.109. 50. 106 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
2.53.51. 220 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
213.8.204.1 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
79.177.174. 92 | srael 147.237.0. 121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
149. 78. 100. 242 Lhited Sates 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
66. 249. 78. 250 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
46. 19. 85. 73 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
109. 64. 8. 203 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
84. 228. 255. 35 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
2.55.172. 35 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
80. 246. 136. 150 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
77.127.188. 19 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
192.116. 128. 90 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
109. 65. 147.9 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
46.120. 133. 175 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported d pher None 1
37.46. 39. 231 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
87.69. 90. 102 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
84.109. 112. 160 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
2.53.139. 110 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
213.57.190. 250 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
79.177.211. 247 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
185. 32. 179. 89 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
46. 19. 85. 98 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 64. 80. 212 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
85. 64. 122. 197 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
5.29.181. 162 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
80. 246. 137. 34 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
79.176. 74. 139 | srael 147.237.0.121 Lht raceabl e S8 Sessi ons: hsupported d pher None 1
192. 198. 151. 43 Eur ope 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 65. 149. 210 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
46.120. 182. 175 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported A pher None 1
37.142. 64. 40 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
93.172.234.73 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported 0 pher None 1
84.111. 63. 45 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
2.55.52.171 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
213.57. 236. 34 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
79. 180. 5. 81 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
185. 120. 126.5 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported 0 pher None 1
109. 64. 141. 104 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: hsupported d pher None 1
46. 19. 85. 206 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
85. 250. 57. 13 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
5. 102. 195. 152 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
80. 246. 139. 229 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported d pher None 1
79.177.87. 242 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported 0 pher None 1
212.235.22.117 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: hsupported d pher None 1
109. 160. 212. 206 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hsupported A pher None 1
66. 249. 78. 6 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: hsupported d pher None 1
46.19.85.0 | srael 147.237.0. 121 Uht raceabl e SSL Sessi ons: Uhsupported d pher None 1
93.173. 175. 207 | srael 147.237.0. 121 Lht raceabl e SSL Sessi ons: Lhsupported 4 pher None 1
84.111. 154. 47 | srael 147.237.0.121 Lht raceabl e SS Sessi ons: Uhsupported 0 pher None 1
2.55.139.191 | srael 147.237.0.121 Lht raceabl e SSL Sessi ons: Uhsupported d pher None 1
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