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|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |9 te|Nanme |9 gnature | Device Action  |Count |
85. 115. 52. 201 Uni ted Ki ngdom 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 82
204. 148. 20. 206 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 72
149. 88. 215. 51 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 43
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 12
46.19. 85. 126 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 9
149. 88. 206. 147 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 8
188. 120. 154. 146 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 6
5. 102. 254. 250 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 5
5. 102. 254. 51 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
37.46. 39. 163 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 1
84.108. 224. 237 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 1
2.53.178. 231 | srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 1
216.243.31. 2 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
84.111. 130. 44 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 1
84.111. 130. 44 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
2.53.131. 213 | srael 147.237.0. 121 SYN Attack SYN -> SYN ACK -> RST rej ect 1
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77.125.108. 220 |lsrael 147.237.
185. 32.179. 129 |l srael 147.237.
5.29.77.17 | srael 147. 237.
87.70.15. 219 | srael 147. 237.
84.111.130. 44 | srael 147. 237.

121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None
Qooki e Injection on cookie . ASPXAUTH wi th val ue

15CC95105FA3935FCE572D92D8D47C961F6623D9A3CF73869598DA0A257F16CO9E7EDA79A6
11992778163F58598993584F4589076E70EA55026954AB355705395E2EB68EFF402F573C6C6E2
62.219.198.6 |lsrael 147.237.0.121)  1g5)13798D3E3BAE3B625E3619F8E7F9709905DE5F7 CE751B3BB36E25B42A04F3E5A0CF526C42 | O1e [
BD68A56C32642E0F3087CAAEEQ05B3588D10C5521D2C76A16225201A57C54171339AC3FD1FB

87.68.21. 141 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 2
66. 249. 93. 117 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 2
109. 186. 28. 144 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 2
37.26. 146. 239 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
87.71.41.116 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
79.179. 53. 157 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
212.76.111. 224 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
77.124.15. 157 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 27. 105. 131 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
5. 29. 68. 9 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
84.111.25.117 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.117. 84. 66 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 253. 207. 57 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.19. 86. 152 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 67. 134. 116 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
82.166. 6. 221 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
79. 180. 249. 43 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
217.132.72. 44 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46. 19. 85. 50 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
93.172.181. 98 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
5.102. 254. 250 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
87.70. 68. 91 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
79.176. 35. 134 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 120. 126. 106l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
66. 249. 93. 113 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
149. 78. 44. 204 g‘;tt:: 147.237.0. 121 Uhtraceabl e SS. Sessi ons: Lhsupported d pher None 1
2.53.189.5 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
85. 65. 9. 182 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
84.108. 157. 225 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46. 116. 42. 44 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 253. 129. 198]|I srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
109. 65. 16. 22 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
80. 179. 54. 68 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.19. 85. 202 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
213.57.99. 154 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
37.26. 147. 146 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
87.71.57. 150 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
79.180. 13. 147 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
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E435C91FD1C8F292F6
109. 253. 209. 157l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
46.19. 86. 154 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
109. 67.218. 198 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
84.94.71. 164 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
79.181.112. 214 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
217.132.157. 40 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46. 19. 85. 79 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
93. 172. 240. 58 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
31.154. 164. 232 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
87.70. 105. 93 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
79.178.119. 106 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
188. 120. 132. 132|l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
149. 78. 65. 35 g;:: 147.237.0. 121 Unhtraceabl e SS. Sessi ons: Lhsupported d pher None 1
5.22.130. 83 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
85. 250. 72. 116 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
84.109. 107. 60 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.116.78.104 |Israel 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
109. 253. 138. 243|l srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
46.19. 86. 109 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
109. 67. 39. 246 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
82.81.57.4 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
79. 180. 51. 209 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
213.57.217.84 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
37.26.147.170 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
89. 138. 25. 14 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
87.70.41. 62 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
77.125.133. 115 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 32.179. 152 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
5.102.213.184 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
149. 50. 65. 15 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
2.53.131.213 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
84. 228. 245. 68 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
62. 219. 198. 6 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Lhsupported d pher None 1
46.19. 86. 180 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 186. 4. 244 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
84.94. 123. 83 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
79.181. 146.216 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.19. 85. 126 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
93.173. 164. 150 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
31.168. 2. 241 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
87.70.107.219 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1




04-21-2016-21:06:02 to 04-21-2016-22:06:02

Devi ce
Action

1
A tacker ‘Count

Attacker Address Geo Target Address St%S’gnature

85. 64.176. 35 I srael 147. 237.
46.19. 86. 239 | srael 147. 237.
84. 94. 184, 252 | srael 147. 237.
79.182.108. 180 |Israel 147. 237.

121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None
121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None
46.19. 85. 155 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None
109. 64. 13. 251 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None

04-21-2016-21:06:02 to 04-21-2016-22:06:02

79.178.162. 198 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
188. 120. 154. 146l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
77.124.12.184 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
185. 3. 144. 83 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
5.22.130.115 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
85. 250. 210. 249 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
84.109. 137. 148 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
46.116. 105. 144 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
109. 253. 157. 32 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
46.19. 86. 126 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
109. 67.41.176 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
82.81.81.210 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
79. 180. 99. 30 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
217.132.45.171 |lsrael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
37.46. 39. 163 | srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
89. 139. 155. 29 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
5. 102. 254. 51 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
87.70. 65. 183 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
77.126.191. 3 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
185. 120. 126. 29 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
66.249. 93. 109 |l srael 147.237.0. 121 Lht raceabl e SS. Sessi ons: Lhsupported d pher None 1
149. 50. 81. 224 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: Uhsupported d pher None 1
2.53.178.231 | srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
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