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Top Attackers 

192.198.151.45, Europe

199.203.215.1, Israel

80.246.137.75, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 4

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 



Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

217.33.23.241
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 680

149.88.2.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 230

79.177.152.190 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 16

79.177.152.190 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 16

178.255.87.3
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

79.179.171.59 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

193.47.165.251 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

79.177.67.14 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

185.3.144.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

199.203.215.1 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

80.246.137.75 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00 in
www.miluim-ishi.aka.idf.il/form3010

Block 1

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 

 04-21-2016-07:06:00 to 04-21-2016-08:06:00 


