04-20-2016-19:06:08 to 04-20-2016-20:06:08

@
1"PT SwNn ()

Ov Focused IP Under

Attack Daily Report

www.gov.il

|Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 40.114.42.13, Lhited Sates

Top Attackers



04-20-2016-19:06:08 to 04-20-2016-20:06:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-20-2016-19:06:08 to 04-20-2016-20:06:08

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-20-2016-19:06:08 to 04-20-2016-20:06:08

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
40.114. 42. 13 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1




04-20-2016-19:06:08 to 04-20-2016-20:06:08

|Top Attackers In FW |

A tacker

Attacker Address Geo Target Address |9 t% Name Sgnature
69. 253. 45. 50 gﬁ;ttg: 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 480
208. 54. 90. 143 Lsh'mt:: 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 160
149. 88. 206. 73 | srael 147.237.0.121 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 139
74.125.122.49 |Europe 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
95.243.122. 169 |ltay 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 68
192. 115. 177. 202|l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 49
149. 78. 232. 186 |1 srael 147. 237.0. 121 Sreani ng Er_wg| ne: TP Invalid Inval i d segnent retransnmission. Packet drop 36
Ret r ansni ssi on dr opped.
66. 102. 9. 74 g‘;tt:: 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 12
149. 88. 93. 42 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 10
5.22.135. 230 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or
173. 245.115. 77 gﬁ;ttg: 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop
173.245.115. 78 Lsh'mt:: 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- |l ocation i nbound enf or cenent drop 5
5. 102. 195. 186 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
5.22.131. 79 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 4
79.177.239. 224 |l srael 147.237.0. 121 SYN At ack SYN - > SYN ACK -> Ti neout rej ect 4
79.177. 239. 224 |Israel 147.237.0.121| [Bad TCP sequence Ssca:gCK retransmt with different wndow oo o 4
37.46.41. 17 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 3
185. 3. 144. 87 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
84.111.112.48 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
37.26. 149. 209 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.131. 68 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
84.111.112. 48 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
5. 102. 242. 252 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 161 |Chi na 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1
94. 230. 86. 118 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5.22.135.8 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
5. 102. 254. 61 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
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