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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

40.114.42.13 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

69.253.45.50
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 480

208.54.90.143
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

149.88.206.73 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 139

74.125.122.49 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 101

95.243.122.169 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 68

192.115.177.202 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 49

149.78.232.186 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

66.102.9.74
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

149.88.93.42 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

5.22.135.230 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

173.245.115.77
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

173.245.115.78
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

5.102.195.186 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

5.22.131.79 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

79.177.239.224 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

79.177.239.224 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 4

37.46.41.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

185.3.144.87 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.111.112.48 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

37.26.149.209 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.131.68 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.111.112.48 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.242.252 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

180.97.106.161 China 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

94.230.86.118 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.22.135.8 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.254.61 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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