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Top Attackers 

109.66.66.156, Israel

13.92.196.2, United States

109.64.67.86, Israel

87.71.94.241, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

13.92.196.2 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

86.249.176.167 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2767

157.55.39.56 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 104

74.125.122.49 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 96

82.135.204.89 Lithuania 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

141.0.14.109 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

217.68.8.59 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

149.88.41.111 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

54.240.197.226 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 15

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

54.240.197.225 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

109.65.60.37 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

173.245.115.78 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

173.245.115.77 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

85.64.170.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.210.186.145 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

185.3.144.64 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.111.111.152 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

194.90.153.50 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

217.132.219.189 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 1

85.64.170.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.66.66.156 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 4

87.71.94.241 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.64.67.86 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

109.66.66.156 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
E931F9535FCA208D5CA7240F3D3512D2515DF95F7EB349917CE42538E219B799F507A09A9646FE
660DDBD035825460D23E3D34C2FDC9D90172C68973D8B1903A62D039F6B7BAB98EDD2D37C18
629E71C962AFF38EB40AD80CCBE2CD22370BF74DB75CF370FC482DB82367D55434C2F0191CBAE
CFC443F006BD5007F86943AE01, Observed
D20DBBB083FE071E3E24364071B4EB1A3FA2F93C1FC5957FD411D7A5FDE6634278E534A1F46CCC
00CBA592232D3AF583A6046F9FBD1E00580AB598E80CFBB061D05A552D28D0E77979AB725175C
019F31D1AD4217E937A2F027242DD8928C13947BFB8

None 1
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