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Top Attackers 

46.19.85.65, Israel

194.90.162.227, Israel

185.37.148.18, Israel

85.250.168.218, Israel

212.179.11.194, Israel

46.116.155.74, Israel

193.43.245.250, Israel

2.53.22.212, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

46.19.85.65 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 8
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

111.93.59.94 India 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 387

134.191.232.70 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 302

40.77.167.94 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 274

149.88.146.176 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 192

74.125.122.49 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 108

65.19.167.131 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

17.78.80.145 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 56

192.42.116.16 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 49

91.64.178.96 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

149.88.66.96 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

89.234.157.254 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

157.55.39.219 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

195.110.137.138 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

79.177.21.53 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 17

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

185.3.147.235 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 10

40.77.167.73 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

212.179.21.194 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 5

157.55.39.56 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3

5.102.254.153 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

46.116.155.74 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 2

2.53.22.212 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 2

87.69.221.202 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

46.19.86.212 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

2.53.20.30 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.98 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

91.197.61.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.38.93 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

87.69.221.202 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

213.57.42.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

216.243.31.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

194.90.162.227 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 4

212.179.11.194 Israel 147.237.0.121 Parameter Type Violation ctl00$ContentPlaceHolder1$txtPass in www.miluim-ishi.aka.idf.il/login Block 2

185.37.148.18 Israel 147.237.0.121 Multiple Unauthorized URL Access from 185.37.148.18 Block 2

85.250.168.218 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

46.116.155.74 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.116.155.74 (Open Mode) None 1

46.116.155.74 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

193.43.245.250 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

85.250.168.218 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

2.53.22.212 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/templates/personaldetails/ Block 1
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