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80. 246. 137. 116 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
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Attacker Address | Attacker Geo | Target Address |Ste |Sgnature
185. 37. 148. 18 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature Action ‘Count
194. 9. 253. 237 LKJ?Ir:;éjom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 253
167. 220. 196. 227 LKTIr:ge(cjjom 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 165
80. 246. 137. 116 |1 srael 147. 237 0. 121 Sreanhng Ejgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
74.125.122.49 |Europe 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
46.16.142. 100 |Cyprus 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 73
74.91. 23. 166 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 71
192. 146.6. 2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
195. 110. 137. 138]ltaly 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
81.218.198.64 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN ACK -> RST rej ect 32
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
66. 102. 9. 50 Lhited Sates |147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
54.240. 197. 226 |lrel and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
108. 171. 133. 166|lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
108. 171. 128. 166 zlnt:gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
209.126.117.15 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
46.19.85.150  |Israel 147.237.0.121| [Bad TGP sequence i{::a( retransmt wth different wndow oo 9
212.199.69. 1 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
149. 50. 81. 224 | srael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 9
54.240. 197. 227 |lreland 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
37.26.149.128 |lIsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
37.46.41. 42 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 4
2.53.170. 100 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
185. 3. 147. 3 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
91.197. 61. 250 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 2
5.29. 185. 31 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 2
5. 29.185. 31 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 2
31.168. 13. 78 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
5.22.131.61 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 234|Lhited Sates |147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
91.197. 61. 250 | srael 147.237.0. 121 Bad TCP sequence Invali d ACK nunber aert 1
5. 29. 155. 53 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 90 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
31.168. 13. 78 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.101. 25 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
31.210.186.59 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
5.29.101. 25 | srael 147.237.0. 121 Bad TCP sequence Invali d ACK nunber noni t or 1
106. 184. 3. 122 |Japan 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
46. 19. 85. 150 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 1
212.179.21.194 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
5.22.130. 99 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
84.111.225. 218 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
5. 29. 155. 53 | srael 147.237.0. 121 Bad TCP sequence Invali d ACK nunber aert 1
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193. 43. 245. 250 |1 sr ael 147 237.0. 121 Paranpt er Typg Mol gtio_n ct | 00$nt (—?Ant.Pl acetbbl der 1$t xt Per ut Bakasha i n B ock 5
viwy il ui mi shi . aka. i df.il/general petition

46. 19. 86. 13 | srael 147.237.0. 121 D stri buted Lhaut hori zed URL Access on v mil ui mi shi. aka.idf.il/usercontral s/ header/ B ock 2

62.90.194. 178 |lsrael 147.237.0. 121 Mil tipl e Uhaut horized URL Access from 62.90. 194. 178 B ock 2

109.66.32. 11 |1 srael 147. 237. 0. 121 Lhknqv\n' qu arTet er gtl O_O_Can ent P acetbl der 1_f uAddPar t ner Appendi x| DDocsé&Fi | esToSend i n B ock 1
wwv ml ui mi shi.aka.idf.il/login

185. 37. 148. 18 |l srael 147.237.0. 121 Uhaut hori zed URL Access to wwwn il ui mi shi. aka.idf.il/newpassword/ B ock 1

81.218. 200. 221 |l srael 147.237.0. 121 D stri buted Lhaut hori zed URL Access on v mil ui mi shi. aka.idf.il/usercontral s/ header/ B ock 1

31.168. 175. 226 |l srael 147.237.0.121 D stri buted Lhaut hori zed URL Access on v nil ui mi shi. aka.idf.il/usercontroal s/ header/ B ock 1

128. 139. 16. 242 |1 srael 147 237 0. 121 Pararrpt er 'I"ypt:-T Mol gti on ct1 00$Cont ent Pl acetbl der 1$t xt N nuk i n B ock 1
ww il ui mi shi . aka. i df . il/val t anmequest

46. 19. 86. 185 | srael 147.237.0. 121 D stri buted Lhaut hori zed URL Access on v mil ui mi shi. aka.idf.il/usercontral s/ header/ B ock 1

82.166.227. 17 |israel 147.237.0. 121 Unknc_)V\n_ Pa_r arTet er _ct | QO_Cbn_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per i t Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/1ogin

31 210. 186.59 | srael 147 237.0. 121 Parangt er Type_\A ol at_i on ‘ctI00$0)nt ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wanv mi | ui mi shi . aka. i df . i | / shanapchange

132.72.133. 14 |lsrael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 1

212.179.21. 194 |l srael 147.237.0.121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1

109. 64. 195. 92 |l srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wan il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
0821277D5612C1C242E996282AD5C4CB170DA7254ACCC053E4916AB78D5A4AF82F061FC3064
1444710169A5B59EF12B9EEABO97D4C95226647F793983FBED2ECO95638F459E5448DAAF498EA34
F283D8BC1302BD2F75840A618B327C00EA1D13A06CDBC715C17C6DC487FF1COEDDB2DF37A93

37.142. 194. 166 |l srael 147.237.0. 121 9CAAA3DF23460BA6313DAA2768C3, Chser ved None 1
EC1A44D4D44ABEADC54E833CE1CCAEOBCL1BAFBD8314D2A0DD2A495965257259D32A6BB21A
7456941EE7F501D2979889347BE0303B20904D720586A18D7D87A925FBC81A69E506BBCB06C4
30558B1270A1FF98C1E6CAF858AE2D6F6B1F445E91 B3AEDC

185. 37.148. 18 |l srael 147.237.0.121 Mil tipl e Uhaut horized URL Access from 185. 37. 148. 18 B ock 1

62.90.194. 178 |lsrael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mi shi. aka.idf.il/newpassword/ B ock 1
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