04-20-2016-10:06:02 to 04-20-2016-11:06:02

1"NPT SwNn

<
v Focused IP Under
Attack Daily Report

www.gov.il

|Top Targets |

Nunber 12-

a 104
Attacks 94

Top Tar get

[Top Attackers |

3+4g

W 147.234.241. 1, |srael
82. 166. 53. 229, | srael

W 2.53.47.211, Israel
85. 64. 65. 60, |srael

Nunber 1M W 46.121.92. 24, |srael
e -
M 87.68.7.167, Isr
Attacks 87.68.7.167, | srel

W 192.198. 151. 45, Eur ope

W 109. 67. 209. 27, |srael
85.64.92. 75, |srael

l 192. 198. 151. 43, Europe

0-
‘\«"y ’
f]/b‘
&
A-
N

Top Attackers



04-20-2016-10:06:02 to 04-20-2016-11:06:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




04-20-2016-10:06:02 to 04-20-2016-11:06:02

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



04-20-2016-10:06:02 to 04-20-2016-11:06:02

|Top Attackers In |D|

Attacker Address | Attacker Geo

| Target Address |Ste |Sgnature
192.198. 151. 43 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2)
188. 120. 135. 12 | srael 147.237.0.121 GPL SCAN nmap TCP
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2)
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199. 207. 253. 96 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 546
46.19. 85. 238 | srael 147.237.0.121 Bad TCP sequence SYNtAK retransnit with different w ndow scal e noni t or 196
167. 220. 196. 99 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
192.115.177. 203 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 90
192. 118. 30. 102 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout alert 90
192.118. 30. 102 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> Ti neout rej ect 90
192.118. 30. 102 | srael 147.237.0. 121 Bad TCP sequence SYNtAK retransnit with different w ndow scal e noni t or 80
74.125.122. 49 Eur ope 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 78
62.219.194. 115 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 41
167.220.196. 151 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 41
17.78.99. 182 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
195. 200. 205. 35 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 26
149. 88. 89. 188 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 12
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
82.81.64.126 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
213.254.241. 4 France 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
157. 55. 39. 219 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
192. 115.83.5 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
31.210.187.121 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46. 38. 44 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 4
31. 168. 89. 122 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192.115.83.5 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 3
94. 230. 86. 170 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 2
31.210.187. 18 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 2
2.53.60. 22 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
87.71.0.136 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
213.254.241. 5 France 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
5.102. 242. 98 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
192.198. 151. 45 Eur ope 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
2.53.136.52 | srael 147.237.0. 121 SYN Attack SYN - > SYN-ACK -> RST rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 1
195. 200. 205. 35 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
147.234.241. 2 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.199.69. 1 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 1
2.55.190. 35 | srael 147.237.0.121 SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
31.168. 13. 78 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
195. 200. 205. 35 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
192.115.83.5 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.71.0.136 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 1
2.55.190. 35 | srael 147.237.0.121 Bad TCP sequence SYNPAXK retransmit with different w ndow scal e noni t or 1
188. 120. 135. 12 | srael 147.237.0. 121 SYN Attack SYN - > SYN-ACK -> RST rej ect 1
91. 227.164. 5 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
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147.234.241.1 |lsrael 147.237.0. 121 D stributed Lhaut hori zed URL Access on wwu nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 3
85. 64. 65. 60 | srael 147.237.0. 121 O stributed Lhaut hori zed URL Access on waww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
82.166. 53. 229 |l srael 147.237.0. 121 DO stributed Lhaut hori zed UR. Access on wan nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 2
46.121. 92. 24 | srael 147.237.0. 121 O stributed Lhaut hori zed URL Access on wan nil ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 2
2.53.47.211 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
2.53. 60. 22 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwwu il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
94. 159. 148. 239 |l srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwwu nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
192. 118. 27. 253 |l srael 147.237.0. 121 O stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
85. 64. 92. 75 | srael 147.237.0. 121 DO stributed Lhaut hori zed UR. Access on wan nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1
37.46. 38. 121 | srael 147.237.0. 121 O stributed Lhaut hori zed URL Access on wan nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1
109. 65. 17. 74 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwu mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
82.166. 61. 61 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwwu il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
87.68. 7. 167 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https: /v il uimishi.aka.idf.il/ |B ock 1
109. 67. 209. 27 |l srael 147.237.0. 121 O stributed Lhaut hori zed URL Access on waww nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84. 109. 49. 59 | srael 147.237.0. 121 DO stributed Lhaut hori zed UR. Access on wan nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1
91.227.71.250 |lsrael 147.237.0. 121 O stributed Lhaut hori zed URL Access on wan nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1
62.219. 226. 168 |l srael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwu mil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
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