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Top Attackers 

2.53.151.194, Israel

2.55.48.216, Israel

5.102.220.95, Israel

89.138.160.231, Israel

193.169.70.108, Israel

82.166.25.189, Israel

188.120.157.242, Israel

81.218.13.130, Israel

199.203.132.2, Israel

132.68.52.197, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address SiteName Signature Device Action Count

178.249.184.6 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 208

74.125.122.49 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 112

192.146.6.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

134.191.232.92 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

46.16.142.100 Cyprus 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 25

195.200.205.35 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 16

66.102.9.50 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 10

176.13.3.183 Israel 147.237.0.121 Streaming Engine: TCP Invalid Retransmission Invalid segment retransmission. Packet dropped. drop 9

62.219.194.115 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 5

194.90.232.2 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale alert 4

194.90.232.2 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 4

82.166.25.189 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

109.226.43.146 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

37.46.41.211 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

212.199.69.1 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 2

5.39.222.159 Netherlands 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

94.188.248.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.117.176.10 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

2.55.143.8 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

31.210.187.121 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

94.230.86.147 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.29.16.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

5.29.16.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

94.188.248.75 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

2.53.151.194 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 3

2.55.48.216 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 2

5.102.220.95 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 2

89.138.160.231 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
48FACD67CE2EB347E2513D7D84E22F0F0F0242071EAAA78B1BF5E1BD1DAA9D185AE94C4393D
41A5EDA63409771AE2864F0FDA5B13781A4025067FFDFA70B2D714171FC20A53FA5B714913C
FC747338FE1E66C31728E225B8771B533F653BB1B809FE88F29AA338FD081A19726A1A1EB16C9
D3E3784C165D93BCE60B60A53DAF7, Observed
F1EE29A5233911CBFE34A9D633AF9258CBFE5AB3B484EE93E9E8F364FE27F125826DFD0912D0E7
25B943BBA852508B208EAEEE1DF7EA33FF252C6AE3366236B025025E452D4EE5669DBDE042AB6
B04C3E4B602117101874ABFD45E090D52978DE4D793

None 2

109.65.243.135 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

195.200.205.71 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

81.218.13.130 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$ctl00$txtOldPass in
www.miluim-ishi.aka.idf.il/personalsettings

Block 1

132.68.52.197 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

199.203.130.254 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.166.25.189 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

188.120.157.242 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

199.203.132.2 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

193.169.70.108 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

31.210.187.134 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1
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