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Top Attackers 

91.201.236.158, Ukraine

46.19.85.217, Israel

87.71.14.54, Israel

82.80.17.122, Israel

185.3.144.80, Israel

79.180.224.243, Israel

149.78.171.36, Israel

79.177.48.50, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

91.201.236.158 Ukraine 147.237.0.121 ET SCAN NMAP -sS window 4096 1

91.201.236.158 Ukraine 147.237.0.121 ET SCAN NMAP -sS window 1024 1

 04-20-2016-00:06:05 to 04-20-2016-01:06:05 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

149.88.137.63 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

149.88.66.96 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

217.69.133.253 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

79.183.139.147 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 11

217.69.133.251 Russian Federation 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

149.88.201.195 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

207.46.13.184 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.177.48.50 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

149.78.171.36 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.180.224.243 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

185.3.144.80 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

82.80.17.122 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.19.85.217 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
92AF67DC575D04E4B205DFDFE042D2BB19A257B5B01F648C23A0EB0A90826FD415A0C8A35C19
61DBD018ACA4E7A7533A27389F520C78182F7772F4D92EDC676F63CD3E57317DF658F61BD751
0FC3AF6B0DDD03E92A3181881CEA6C3D52606B28DC6182F577934C2893E45D231DF26AAEE8F6
C0A82968389F7FF54FD2424441FC, Observed
E0039180E6C7A82225D0F9AEF7C45FBF757091601EB83718C454EA07AEFACBD44ACE86C480510
95608646180C2B3B7BCAF30DF116EB021118F8899745E0AB0A00CA485DAA2FD3C3D131F7718C
A71EC31AC4C4E36577B67F5607FDB964B9580DB1B5023

None 1

87.71.14.54 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1
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