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Top Attackers 

109.66.81.83, Israel

176.228.159.63, Israel

104.130.70.221, United States

93.173.252.17, Israel

84.109.212.231, Israel

46.120.221.182, Israel

31.210.186.244, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

104.130.70.221 United States 147.237.0.121 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker
Address

Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

79.183.145.101 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 126

201.140.213.5 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 101

149.88.186.209 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

81.255.154.162 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 16

31.210.186.244 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 12

2.53.132.10 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 10

46.19.86.51 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 9

79.182.195.173 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 9

131.253.35.130
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 5

2.53.54.180 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

2.53.132.10 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 4

149.88.147.248 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4

83.130.113.220 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

84.111.161.197 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

185.3.147.235 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

120.132.84.245 China 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

84.108.224.237 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

31.210.186.244 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

87.68.33.114 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

84.108.224.237 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

87.68.33.114 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.110.38.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.53.33.82 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

87.68.33.114 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 1

2.53.54.180 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST alert 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.66.81.83 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 3

176.228.159.63 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4428E93864E69E4262CC074C438B53C050A79240771B90DCD6B01A977B959A1428B711B62999
A3D3B0870CCC38DAC0F070AC39E3316FACFA4F8A3C5B8D0BADDECC04C467E87FF3431A6811
2644146711DCE61993E945976FE8E13DF173828F38918B39A30EE0305B1B332D959C962CA8A6E
94DB5D58422FADDFE96FBA4C34924, Observed
DE3C590AF3705D9A2C0F24B76839A30B247C79D4D4092DF9B2FD233F4B66EB9EEEFA4A9B2D6E3
817073A7A98AD2C54F9D3417A3EDEE52212BA5C8D604A75035EB2579A4288B228E3E68345373
E78E14A565A0515D75757976AD95C49FD0C948E38533F

None 2

84.109.212.231 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

93.173.252.17 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/lobb Block 1

31.210.186.244 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

46.120.221.182 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

 04-19-2016-22:06:01 to 04-19-2016-23:06:01 

 04-19-2016-22:06:01 to 04-19-2016-23:06:01 


