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Top Attackers 

87.69.189.161, Israel

87.71.70.43, Israel

85.250.168.218, Israel

84.110.7.191, Israel

176.228.220.174, Israel

79.176.22.206, Israel

176.228.42.23, Israel

176.13.0.187, Israel

84.109.113.60, Israel

83.130.100.7, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

81.255.154.162 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 631

85.158.139.107 Europe 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 260

149.88.150.161 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

66.102.9.22 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

37.142.64.3 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 4

5.22.135.103 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

94.230.86.179 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

169.229.3.91 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

84.108.128.17 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.29.125.149 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

149.78.51.197 United States 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

79.176.22.206 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.3.144.87 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

84.109.113.60 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.29.125.149 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

149.78.51.197 United States 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

79.176.22.206 Israel 147.237.0.121 Bad TCP sequence SYN+ACK retransmit with different window scale monitor 1

5.22.130.77 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

87.69.189.161 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 5

87.71.70.43 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 2

84.110.7.191 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 2

83.130.100.7 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

213.8.20.237 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.250.168.218 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

176.13.0.187 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

84.109.113.60 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.176.22.206 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

176.228.42.23 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

87.71.70.43 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.181.124.150 Israel 147.237.0.121 Distributed Abnormally Long Request Block 1

176.228.220.174 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.250.168.218 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1
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