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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
79.178.196. 121 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 6
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address A(;t:Cker Target Address |S t% Name Sgnature
174. 35.137.82 |Canada 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 960
85. 158. 139. 107 |Eur ope 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 478
80.57.187.127 |Netherlands |147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 155
176. 13. 9. 104 I sragl 147.237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansm ssi on dr opped.
85.158.138. 21  |Ger many 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
149. 88. 140. 39 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
79.176.22.206 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
79.176.22.206 |Israel 147.237.0.121|  |Bad TCP sequence Ssca:(fm retransmt with different window 0o 17
149. 88. 83. 194 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 8
79.177.239. 224 |lsrael 147.237.0.121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.177.239. 224 |lsrael 147.237.0.121 Bad TCP sequence scal ::CK retransmt wth different wndow noni t or 6
188. 120. 148. 248]|l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 4
5. 102. 254. 60 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 3
2.53. 46. 202 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 2
5.102.195.189 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
5.22.130. 77 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
2.53. 46. 202 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
194. 114. 146. 227 |l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
5.22.131. 75 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
84.109. 129. 105 |lsrael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 1
31.210.187. 160 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.199.69. 1 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 1
180. 97. 106. 36  [Chi na 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
84. 109. 204. 97 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
64.125. 239. 104 gﬁ;ttg: 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 1
2.53.181. 56 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.102. 242. 61 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Target Address |S t% dgnature ; ‘Oount
Ceo Action

5.102. 195. 189 I srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nil ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 4

176. 228. 220. 174|l srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 2

176. 228. 220. 174|l srael 147.237.0. 121 D stributed Lhaut hori zed URL Access on waw mil ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 2

2.53.133. 254 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on ww il ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 1

31.154.50. 13 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 1

84.109. 204. 97 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1

5.29.11.69 I srael 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nil ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
Paranet er Type Mol ati on ct| 00$Cont ent Pl acetHbl der 1t xt Fi | esNanes i n

46.120.28.166 I srael 147.237.0.121| | et i1/ nental beal Lho {1 cer cont act ng B ock !
Unknown Par anet er

91. 228. 248. 251 |l srael 147.237.0. 121 ct1 00_Cont ent Pl acetbl der 1_f uAddSt udyEnpl oyrent Per mi t Docs&Fi | esToSend i n Bl ock 1
vy il ui mishi . aka.idf.il/login

5.29.201. 198 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on www il ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 1

212.116.163.73 |lsrael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw il ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 1

77.125.113. 98 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ Bl ock 1

109. 65. 194. 142 |Israel 147.237.0. 121 DO stributed Uhaut hori zed URL Access on waw nill ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1

79.181.124. 150 |lsrael 147.237.0. 121 Abnornal |y Long Request query string Bl ock 1
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