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31. 168. 225. 146 | srael 147.237.0. 121 Bl ock Udp All Nets drop BA.- | srael 3
31. 168. 243. 63 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 3
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|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |SteName | gnature | Devi ce Action |Count |
64.233.172.129 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
17.78.81. 218 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 86
79.181. 213. 106 | srael 147.237.0.121 drop SAMrul e drop 52
64.233. 172. 249 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
192.232.81.1 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 41
17.78. 80. 145 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
141. 0. 14. 174 Eur ope 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 32
149. 88. 226. 211 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
46.117.228. 7 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 26
64.233.172. 241 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 24
46.117.228.7 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 16
82.102.169. 113 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 16
66. 102. 9. 33 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 12
66. 102. 9. 87 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 10
2.53.1.58 | srael 147.237.0.121 Bad TCP sequence SYNWACXK retransnit with different w ndow scal e noni t or 9
5. 102. 254. 117 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 4
5.102. 242. 225 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 3
81.218. 176. 47 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 2
149. 50. 53. 243 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 2
109. 65. 54. 98 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
37.26.149. 172 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 1
37.142. 68. 19 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 1
149. 50. 53. 243 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
37.142.68. 19 | srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 1
74.82.47.7 Lhited Sates |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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Devi ce
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Geo Target Address St%&gnature Action ‘Oount
199. 203. 151. 13|l srael 147.237.0. 121 D stributed Lhaut hori zed UR. Access on waw nil ui mishi. aka.idf.il/usercontrol s/ header/ Bl ock 5
212.150. 128. 10|l srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ Bl ock 3
79 177.7.155 |israel 147. 2370, 121 Par arr_et er 'I_'yp(_a \Viol gtl on ctl OO_Cbnt_ent P acetbl der 1_f uAddS: udyPer ni t Docs&H | esToSend in B ock 2
ww nitl ui mi shi . aka.idf.il/upl oadregi ster. axd
149. 78. 253. 4 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 2
79.177. 7. 155 | srael 147. 237. 0. 121 Par mt er Type_ \iol gtl on ctl OO_O)nt‘ent A acetbl der 1_f uAddTi net abl eDocs&F | esToSend i n B ock 2
viwn i | ui mi shi . aka. i df . i |/ upl oadr egi st er. axd
79.182.223.88 |lsrael 147.237.0.121 D stributed Lhaut hori zed URL Access on wwu il ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 2
79.177.7. 155 | sragl 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A aceHbl der 1$t xt N nuk in B ock 2

waw nitl ui mi shi . aka. i df . il/val t anmequest

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
561B1A3291CD983FC152FE03D4D3F74CEAB6ESA731DB8012624C398414221A484BFE852ACFAS
35283A4CCFODCEEOC2E23173D7610FFE91153C6DFBOCE276 COCDFC6 CCF641E1CA2B8271A1570
F1EC68E34D509B2AA352B909F888679F18DEE7B201C98E890772D2AE3EAD36D471CD292EE1LAOF
213.57. 154. 122 |l srael 147.237.0.121 87AGABFC2B5F8COCECB667352EF4, Chser ved None 1
283409F6C8E0CA58ADOED7DF070C656A4DDDOF795F3301D60C38D2E3D10F4CDF3AB86212C56
923DC39C7819665FA347BCDA1BBF50C23797C90DESB7C84B02B0796C2D5781BFB650442EB771
451105DBA8B486264087050B14DC767D75962A5D25A97F4

213.57.157.36 |lsrael 147.237.0. 121 D stributed Gooki e Tanpering on token: .ASPXAUTH None 1
46. 19. 86. 97 | srael 147.237.0.121 DO stributed Lhaut hori zed URL Access on waw nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 1
80. 178.137. 3 | srael 147.237.0. 121 D stributed Lhaut hori zed UR. Access on waw nil ui mishi.aka.idf.il/usercontrol s/ header/ Bl ock 1
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