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82.80.217.70 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 6
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Attacker Address |Attacker Geo Sgnature

‘Tar get Address |9 t% Nanme

167.220. 196. 148|Uni ted Ki ngdom [147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 777
176. 13. 13. 230 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 685
Ret r ansni ssi on dr opped.
87.68.19. 198 | srael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 525
146.185. 31. 215 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 208
199. 207. 253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 191
17.78.81. 218 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
62.221.5. 234 Irel and 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 53
149. 88. 176. 231 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 39
2 53.4.68 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

212.179.21.194 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 36
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 32
217.69.133.21 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 22
141.0.14. 174 Eur ope 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
217.69. 133. 248 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
192. 118. 27. 253 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
217.69. 133. 249 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
5.22.131. 83 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 9
149. 88. 208. 42 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 8
5.102. 195. 193 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 6
91.228.248. 251 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 5
212. 150. 245. 250|I srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.46. 39. 193 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 4

5. 102. 254. 54 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 3
199.203.215.1 |lIsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 3

5. 102. 195. 235 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 2
94. 188. 248. 74 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 2
5.29.152. 10 | srael 147.237.0.121 SYN At t ack SYN -> SYN ACK -> Ti neout rej ect 1
149. 78. 189. 146 |l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber alert 1
81.218.127.12 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
212. 143. 66. 129 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 1
94. 188. 248. 74 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
5.102. 195. 61 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
149. 78. 189. 146 |l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 1
5.22.129. 243 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
81.218.127.12 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 1
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Ceo Action
213. 8.204. 45 I srael 147.237.0. 121 D stributed Lhaut hori zed URL Access on waww nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 3
212.179. 147. 178|1 srael 147.237.0.121| | ameter Type Mol ation ct! 003Cont ent A acetbl der 15 xtF | eshanes in B ock 3
Wi mi | ui mi shi . aka. i df.il/changeuni t
62. 90. 96. 102 | srael 147.237.0.121 Uhaut hori zed URL Access to wwu nil ui mi shi.aka.idf.il/usercontrol s/ header/ B ock 2
185. 27. 106. 44 | srael 147.237.0.121 Mil ti pl e Lhaut hori zed URL Access from 185. 27. 106. 44 B ock 1
46.19. 86. 214 I srael 147.237.0. 121 D stributed Lhauthori zed URL Access on www nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
89. 139. 248. 2 I srael 147.237.0. 121 DO stributed Lhaut hori zed URL Access on waw nitl ui mi shi . aka. i df.il/usercontrol s/ header/ Bl ock 1
185. 27. 106. 44 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwy mil ui mi shi. aka.idf.il/usercontrol s/ header B ock 1
213. 8. 204. 80 I sragl 147.237.0. 121 Paran_et er Type_: Mol z_;lt|o_n ct | 00$Cont e_znt.H acetbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.i |/ general petition
149. 78. 20. 47 gq;tt:: 147.237.0. 121 Paraneter Type M ol ation ctl 00$Qont ent A acetbl der 16t xt 1 d in ww ml ui mishi.aka.idf.il/login Bl ock 1
192. 198. 151. 43 |Eur ope 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
84.94. 158. 88 | srael 147.237.0.121 SSL Untraceabl e Gonnection - pen Mde None 1
213.57. 237. 217 |1 srael 147. 237. 0. 121 Paramzt gr Typg \/1 ol at |. on pt | 00_Cont er_1t A acetbl der 1_f uAddBoar dExansPer m t Docs&H | esToSend B ock 1
in ww nluimishi.aka.idf.il/upl oadregister.axd
185. 27. 106. 44 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
37.142.64. 132 | srael 147.237.0.121 D stributed Lhaut hori zed URL Access on waw nil ui mi shi. aka.idf.il/usercontrol s/ header/ B ock 1
87.68.19. 198 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL CONN APPLI CATI ON DATA EXCHANGE) None 1
213.57. 237. 217 |1 srael 147. 237. 0. 121 Par an'et 9r Typg Mol g’u qn ctl OO_Cbnt.ent A acetbl der 1_f uAddSt udyPer mit Docs&H | esToSend in B ock 1
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd
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