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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste |Sgnature | count |
122. 141. 236. 69 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
93.174. 93. 96 Net her | ands 147.237.0.121 ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |StdNane |9 gnature | Devi ce Action |Count |
204. 4. 142. 180 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 270
17.78.81. 218 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 212
109. 2. 150. 68 France 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 193
140.101.84.1 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 159
192. 115. 177. 203 |l srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 115
167.220. 196. 41 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 114
165. 225. 72. 81 Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 107
91. 64. 178. 96 CGer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 105
149. 88. 255. 152 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 97
91. 223. 248. 38 Austria 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 97
73.141. 88. 58 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 57
149. 88. 229. 147 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
217.33.23. 241 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
108.171. 133. 166 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30
194.90. 119. 124 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
108.171.128.166 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
213.8.118.37 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 16
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
66. 102. 6. 90 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
31.13.102.110 Irel and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
46. 19. 85. 129 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
207. 46. 13. 154 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
46. 19. 85. 129 | srael 147.237.0. 121 Bad TCP sequence SYNtAK retransmit with different w ndow scal e noni t or 5
46. 19. 85. 129 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
185. 3. 147. 101 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 4
212.150. 245. 250 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
84.108. 168. 208 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 2
213.57.27.98 | srael 147.237.0. 121 | P Fragnent s Fail ed to generate | P packet fromfragnents drop 2
79.176. 108. 159 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 2
84.108. 168. 208 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber aert 2
212.25.107. 145 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 129 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
141.212.122.203 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
94. 188. 248. 74 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
2.55.49. 197 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber aert 1
46.19. 85. 129 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.204 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
94. 188. 248. 78 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
85. 130. 175. 23 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
213.57. 253. 26 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
212. 25.106. 78 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
91.197. 61. 250 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
212.179.21. 194 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 129 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 1
149. 78. 62. 158 Lhited Sates 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 1
94.188. 248. 78 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 130. 175. 23 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 1
212.25.107. 145 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce
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2.53.128.133 | srael 147.237.0. 121 Ml tiple Uhaut horized URL Access from 2. 53. 128. 133 B ock
212.179. 21. 194 |l srael 147.237.0. 121 Uhaut hori zed URL Access to waw il ui mi shi.aka.idf.il/newpassword/firstlogin/ B ock
82. 166. 229. 2 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - (pen Mde None

Paraneter Type M ol ati on ctl 00_Cont ent Pl acetbl der 1_f uAddBoar dExansPer mi t Docs&F | esToSend

R EEEEE

213.57.237. 217 |l srael 147.237.0.121 i n v i | Ui i shi . aka, i o . |/ upl oack egi ster . axd B ock
109. 64. 126. 88 |l srael 147.237.0. 121 Lhaut hori zed URL Access to wwww il ui mishi.aka. idf.il/https:/ww mluimishi.aka.idf.il/ B ock
213.57. 237. 217 |1 srael 147. 237. 0. 121 Pararr_et er 'I_'ype_ \iol _atl on ctl OO_(bnt_ent P acetbl der 1_f uAddSt udyPer mi t Docs&H | esToSend i n B ock
wwv mi | ui mi shi . aka. i df.il/upl oadregi ster. axd
Lhited Distributed Waut hori zed URL Access on
149.78.62.158 Sates 147.237.0. 121 vy m | ui mishi.aka.idf.il/https:/vww mluimishi.aka.idf.il/ Bl ock !
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