04-19-2016-14:06:06 to 04-19-2016-15:06:06

1"NPT SwNn

oV

www.gov.il

|Top Targets |

Nunmber
a
Attacks

PR R RIRNRIRRIRNINIRNIWWW

OFRNWAJIO~0COFNWAUIO 0O O NWAUTID~N0XOOFN
M T T N T A T M T T A A A A )

Focused IP Under
Attack Daily Report

[Top Attackers |

Nunmber
a
Attacks

Top Tar get
20"
15"
104 W 87.68.19.198, |srael
79.181. 213. 106, |srael
J [ ........... | 91. 197.61. 250, |srael
212.179. 228. 76, |srael
5t B 199. 203. 131. 176, |srael
0~ > N > > >
® & & ® ®
& & & & &
N N . (%) .
¥ s & o <©
> 4 o 4 &>
& N (&) A o
A- > N N Q
® gj\' q’\' ,\j/ v
A v &P

Top Attackers



04-19-2016-14:06:06 to 04-19-2016-15:06:06

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
212.179. 228. 76 | srael 147.237.0. 121 Bl ock Udp All Nets drop BA.- | srael 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address

|Ste

|Sgna1ure
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|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
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|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

S‘t%Nama

Sgnature

Devi ce

‘Count

Action

165. 225. 72. 51  |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 504
217. 33.23. 241 zlnt:gom 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 402
199. 207. 253. 101|Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 274
149. 88. 229. 147 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 245
17.78.81. 218 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 230
87.68.19. 198 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 224
62.221.5. 234 Irel and 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 158
49. 244. 8. 175 Nepal 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 144
87.121.106.19 |Bulgaria 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 94
130.119.13.66 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 83
46.229. 164. 100 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
149. 88. 207.5 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
2 53.179. 15 — 147 237.0. 121 Sreanimg Er_)gi ne. TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret ransni ssi on dr opped.

195. 110. 137. 138]ltay 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 32
149. 88. 84. 74 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30
149. 88. 154. 230 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
160. 62. 4. 100 Sii t zer| and 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19
31.168.204.70 [israel 147.237.0.121| |Bad TCP sequence Szg‘:':m retransmt with different window 0G0 o 16
62.219. 183. 196 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 16
194. 90. 232. 2 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 13
66. 102. 9. 50 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 12
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
80.179.114.11 |lsrael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 9
194. 90. 232. 2 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e al ert 9
80.179.114. 11 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber alert 6
213.57.237.217 |Israel 147.237.0.121|  |Bad TCP sequence Snracretransmt wth different wndow ooy or 4
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
212.179.21.194 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
213.57.237.217 |lsrael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4

5. 102. 242. 61 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 3
37.46. 39. 195 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 2
37.46. 39. 193 | srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 2
2.53.10.91 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
212.199. 251. 227|l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber al ert 1
185. 3. 144. 34 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.0. 121 Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo ‘Tar get Address |S t%s gnature Action ‘Count

79.181. 213. 106 | srael 147. 237 0. 121 U1kno_v\n‘Pa_r arTet er (;t | OIO_Cont‘ent M acehol der 1_f uAddDocsé&Fi | eToActivate in B ock 3
vy ma | ui mishi.aka.idf.il/login

79.181. 213. 106 | srael 147 237.0. 121 Lhknqun_ Pa_r ar'_ret er _ctl QO_Can ent Pl acetHol der 1_f uAddDocs&Fi | esToCheck in B ock 2
v il ui mi shi . aka.idf.il/login

87. 68. 19. 198 | srael 147.237.0.121 Mal f or ned HTTP Header Line 1 B ock 1

87.68.19. 198 | srael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 1

87.68. 19. 198 | srael 147.237.0.121 NULL Character in Header Nane at B ock 1

87.68.19. 198 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Header Nane from 87.68. 19. 198 B ock 1
Il'legal Byte Gode Character in Mt hod

87.68. 19. 198 | srael 147.237.0.121 QU d[[#5]]0 [[#28] 1 [[#15] ] [[#18]1[[#23] 1 &>A[ [#5]]+aTY[[#6]]' R;, abj y-ewa[[#20]]1" ' cAZ' 6-EE|B ock 1
} @c—2oa7u+a" [[#25] ][ [ #16] ] A0 #012' « bé»Z¢i S Pe Oyad [ #31]] 92’

79.181.213. 106 |Israel 147.237.0, 121 | |Fvaneter Type Molation ctl00SContent A acetbl der 15t xt Fi | eshares in B ock 1
wav ni | ui mi shi . aka. i df.il/vol unt eeri ngbyage
Unknown HTTP Request Met hod

87.68. 19. 198 | srael 147.237.0.121 QU d[ [#5]] 0" [[#28] ][ [#15] ][ [#18]]1[[#23]] &>A [#5]]++aTY[[#6]]' R;, abjy-ewa[[#20]]1" ' c/&Z" 6-EE|B ock 1
}®c—E07u+a [ [ #25] ][ [ #16]] AW #012' « bé»Z¢l S: P Oyad [ #31]192" in URL

87.68.19. 198 | srael 147.237.0. 121 Mil tiple Mal fornmed URL from 87.68. 19. 198 B ock 1

87.68. 19. 198 | srael 147.237.0.121 Mal f ormed URL B ock 1

87.68.19. 198 | srael 147.237.0. 121 Abnornal | y Long Request net hod B ock 1
NLLL Character in URL onaip>" :3,1¢" f]1132# [+]] 22#[ [ @] 3#{ [ ™ [ 1] ] 414 [ i]] 41# [@n

87.68.19.198 | srael 147.237.0. 121 & S[[#28] [P—CEi ) hwwoaeper [ [ 0] 15°¥.grl [ 034 ] e B ock 1

87.68.19. 198 | srael 147.237.0. 121 Mitiple Illegal Byte Gode Character in Header Val ue froma87.68. 19. 198 B ock 1
Illegal Byte Gode Character in URL ofalth > 3f]132# [+]] 22# [ @] 3#[ [ ™ U U] 142+ [i]] 414 [ @

87.68. 19. 198 | srael 147.237.0.121 " o1, S| [ #28] JP—CEi ) hwpcaer [ 0] 15° g [ 034] ] B ock 1

91.197.61. 250 |israel 147 237.0. 121 Doubl e l_R__Enf:odl ng - parama.t er: ctl00$Qont ent Pl acetbl der 1$t xt Pass i n B ock 1
v il ui mi shi . aka.idf.il/login

87.68.19. 198 | srael 147.237.0. 121 Miltiple NLL Character in Header Nane from 87.68. 19. 198 B ock 1

87.68.19. 198 | srael 147.237.0. 121 Mil tiple Abnornal |y Long Header Line from 87.68.19. 198 B ock 1

87.68. 19. 198 | srael 147.237.0.121 Illegal Byte Qode Character in Header Nane ' [[#24]] [[#21]] @8f12E B ock 1

87.68.19. 198 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1

87.68. 19. 198 | srael 147.237.0.121 Mitiple Il1legal Byte Gode Character in Method from87.68. 19. 198 B ock 1

87.68.19. 198 | srael 147.237.0.121 I11egal HITP \ersion B ock 1

199. 203. 131. 176l srael 147.237.0. 121 Uhknown Paraneter prmin wuw mluimishi.aka.idf.il/login B ock 1

87.68.19. 198 | srael 147.237.0. 121 Ml tipl e Unknown HTTP Request Met hod from 87. 68. 19. 198 B ock 1

87.68. 19. 198 | srael 147.237.0.121 Mil tipl e Abnornal | y Long Request from 87.68.19. 198 B ock 1

87.68.19. 198 | srael 147.237.0.121 Illegal Byte Gode Character in Header \al ue B ock 1

87.68.19. 198 | srael 147.237.0.121 Too Many Headers per Request - 61 Headers B ock 1

87.68.19. 198 | srael 147.237.0.121 Mil tiple Ml fornmed HTTP Header Line from 87.68. 19. 198 B ock 1
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