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Top Attackers 

185.32.179.236, Israel

109.253.130.94, Israel

199.203.215.1, Israel

62.90.35.105, Israel

82.102.169.113, Israel

212.235.98.139, Israel

80.74.103.141, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

185.32.179.236 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 31

109.253.130.94 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 11
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

108.171.128.189
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 356

79.181.129.86 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 261

108.171.129.188 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 248

185.32.179.236 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 171

194.9.252.237
United
Kingdom

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170

77.95.79.62 Norway 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 108

109.253.130.94 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 45

70.39.157.192 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

5.102.242.98 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 10

81.218.241.26 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 8

37.46.38.121 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 4

178.43.115.61 Poland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2

2.53.22.171 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

106.186.113.132 Japan 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

46.120.60.234 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

199.203.215.1 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

138.134.102.15 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

46.120.60.234 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

194.54.168.65 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

184.105.247.226 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

46.19.86.144 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

194.54.168.65 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

70.39.157.194 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

199.203.215.1 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

62.90.35.105 Israel 147.237.0.121 Parameter Type Violation mishpacha in www.miluim-ishi.aka.idf.il/changeunit Block 2

80.74.103.141 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

82.102.169.113 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

212.235.98.139 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
DCAA233DC2D15039DB0A20F40087E9408C9069B0E53F42583D7C3981C974C5C9D9D690F94B7
9C757721376F49C57B625097563429172E08A8DBCE286F09606F7CF36FBBBFD99E170517BBBE28
BAAA7300D2DB28F98A603C9A4A551E0234388A917EFDB9EEB4A8A01911E274BE9ED1ACF8AA8
A4CA271B8D4F9F70F42AB1A0EA6A, Observed
BD8C79A86BB6544EB9CC08CAC7AB04751A6A6BBFF02E40DF2C6DECE2998C7789D4440BDC363
4A86FCE4C42090147ADE5EBDB02F08553B74A7A1A775A38DAB6E694B5949DFF00F687F7447F50
6C6C92DD94DD95DA864806B70266ECD66C82E5733FEA7D

None 1
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