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Top Attackers 

185.27.105.136, Israel

80.74.101.10, Israel

37.46.39.132, Israel

149.78.232.186, Israel

37.46.36.48, Israel

85.64.116.159, Israel

80.246.136.36, Israel

Top Attackers

Number
Of

Attacks

0

7

1

2

3

4

5

6

18
5.
27
.1
05
.1
36
, 
Is
ra
el

80
.7
4.
10
1.
10
, 
Is
ra
el

37
.4
6.
39
.1
32
, 
Is
ra
el

14
9.
78
.2
32
.1
86
, 
Is
ra
el

37
.4
6.
36
.4
8,
 I
sr
ae
l

85
.6
4.
11
6.
15
9,
 I
sr
ae
l

80
.2
46
.1
36
.3
6,
 I
sr
ae
l

 04-18-2016-22:06:05 to 04-18-2016-23:06:05 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

176.13.13.230 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 189

149.88.54.133 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 80

149.88.166.35 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 79

149.88.29.65 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

199.207.253.101 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

199.207.253.96 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

216.53.139.131 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 26

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 20

5.29.153.101 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 16

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 12

66.102.9.61 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

217.69.133.249
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 11

185.3.147.119 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 9

149.88.240.43 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 9

79.183.107.130 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 9

149.88.135.161 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 8

5.102.254.93 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

5.102.195.65 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 3

37.46.39.132 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

85.64.194.114 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

46.121.250.60 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

79.181.194.166 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

2.53.152.48 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.135.224 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

85.64.194.114 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

185.3.144.118 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

185.27.105.136 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/shamapchange parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 3

185.27.105.136 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

37.46.36.48 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

85.64.116.159 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.27.105.136 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddBoardExamsPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

37.46.39.132 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

149.78.232.186 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesIDs in
www.miluim-ishi.aka.idf.il/changeunit

Block 1

185.27.105.136 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

80.74.101.10 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

185.27.105.136 Israel 147.237.0.121
Parameter Type Violation ctl00_ContentPlaceHolder1_fuAddTimetableDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/uploadregister.axd

Block 1

80.246.136.36 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
70358713D30E807737D7EABBBE838CCFFB4F11E2E191A0275A40CCCFAB50375F49EBF90068032
1A35267BA87ECD795000A2F99A6B867F1DFF5B6F81EFEB87084CF43AA8D47850EA83327C912F3
FF03AD976E6DC94F5E7B76CD09A63BB402455EB38F8C84483891B188A8DCB7A139C2A2A42A4
93AC7A6D402B189DB0ABCFACB88, Observed
D114189A9E697AE59D30BE2BC36F9710D5665FDCFAE649EB0037770B2D93ED4EF17757A617BF2
D4CB89D3E2ECE2DB549995A29E51C1F8ADA6EFB431370CF428A695A165D1FC29D2B67F331C54
043991EE7F04F978A3D5DE88DD96A8DD015CE2631FC7B

None 1
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