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Top Attackers 

79.183.146.216, Israel

79.181.12.236, Israel

192.114.5.10, Israel

79.183.70.89, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

199.207.253.96
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1335

165.225.72.64 Germany 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170

79.180.136.201 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

217.132.51.64 Israel 147.237.0.121 Bad TCP sequence monitor 121

149.88.152.56 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 118

149.88.227.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

217.132.51.64 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 37

217.132.51.64 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 36

217.132.51.64 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 36

149.88.51.151 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

149.88.83.194 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

66.102.9.33
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

5.102.254.51 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 16

149.88.178.28 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 13

46.19.86.47 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

37.142.64.55 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

5.102.195.158 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 5

31.168.9.182 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale alert 4

31.168.9.182 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 4

157.55.39.248
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3

82.102.169.113 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 2

5.102.254.151 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 2

64.125.239.19
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

37.26.146.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

82.102.169.113 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.85.106 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

37.46.38.79 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

5.102.242.122 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

109.65.54.98 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

37.46.39.89 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

184.105.247.210
United
States

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

46.218.0.93 France 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1

37.26.146.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 1

2.53.43.143 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1

193.43.246.250 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

79.183.146.216 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNimuk in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 2

192.114.5.10 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1

79.181.12.236 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

79.183.70.89 Israel 147.237.0.121 Distributed Unauthorized URL Access on www.miluim-ishi.aka.idf.il/usercontrols/header/ Block 1
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